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Preface

Quantum cryptography (QC) is a special powerful tool for the wide spectrum of
security applications based on both fundamental and applied principles of quantum
mechanics, which allows two subscribers to generate, exchange, and process
perfectly unique keys via a potentially insecure and intercepting quantum channel.
Proposed 35 years ago, quantum key distribution (QKD), as a process to realize

the advantages of QC, attracts more and more attention. Significant progress has
been made in both its theory and practice from many points of view. The present
book has four exclusive chapters. All chapters are focused on the most important
provable developments in this critically important area of humankind wide spectra
communications, because transferring information in a secure and private manner
is a key ingredient to many aspects of society.

QKD systems with carrier modulation coding are prominent representatives of
classical fiber telecommunication systems based on the principles of microwave
photonics, with their inherent advantages and disadvantages. If the former can be
attributed to the universality of modulation schemes, and the undoubted provision
of a high signal-to-noise ratio in both quantum and synchronization channels of
almost any length, the latter will begin to manifest with a constant increase in the
range of quantum communication channels and the duration of the connection.
First of all, they should include polarization distortion and chromatic dispersion.
The introductory chapter focuses on monitoring the chromatic dispersion of the
synchronization channel, which is controlled by the same generators as Alice and
Bob’s quantum channels, but in the absence of phase switching corresponding to
the polarization state of the photons. In particular, the monitoring of chromatic
dispersion in the synchronization channel is considered with the possibility of
eliminating the influence of polarization distortions and using a clock frequency
equal to the phase switching frequency, with its separation in a fiber Bragg grating
filter.

Optical network security is attracting increasing research interest. Currently, a
software-defined optical network (SDON) has been proposed to increase network
intelligence (e.g., flexibility and programmability), which is gradually moving
towards industrialization. However, varieties of new threats are emerging in
SDONSs. Data encryption is an effective way to secure communications in SDONS.
In the first chapter of the book “Quantum Key Distribution over Software Defined
Optical Networks,” an architecture of QKD over SDONSs, based on the QKD
enabling technologies, is presented. The resource allocation problem is elaborated
in detail and is classified into wavelength allocation, time-slot allocation, and
secret-key allocation problems in QKD over SDONS. Finally, several open issues and
challenges are discussed.

Free-Space Optical Quantum Key Distribution (FSO-QKD) systems present an
innovative way for sharing secure information between two parties located at
ground stations, spacecraft, or aircraft. However, these scenarios present several
challenges regarding the hardware, protocols, and techniques used that must

be solved to enhance the performance parameters (security level, distance link,



final secret key rate, among others) for any QKD system; although, in particular,
a high transmission performance is required for both the classical and quantum
channels. These issues impose the roadmap and trends in the research, academic,
and manufacturing sectors around the world, which are presented and discussed
in the second chapter of the book “Free-Space-Optical Quantum Key Distribution
Systems: Challenges and Trends.”

The third chapter “Coherence Proprieties of Entangled Bi-photon Fields and Its
Application in Holography and Communication” is dedicated to the problem of
coherence that appears not only between quanta, but between groups of photons,
generated in the process of nonlinear interaction of an electromagnetic field with
radiators. Two-photon interactions of light are today one of the main areas of
research in quantum optics. The encrypted information, using the coherence of
multi-mode bimodal field in quantum holography, opens a new perspective, in
which the coherence proprieties between bi-photons are used together with non-
local states of entangled photon pairs. This method of recording of information
affords the new perspectives in QC, QKD, and quantum theory of information and
opens new possibilities in the coding and decoding of data generally.

The editor is grateful to all the authors of the chapters for participating in the
preparation of the book and hopes that its original material will undoubtedly benefit
researchers, engineers, graduates, and doctoral students working in quantum
cryptography and information security-related areas.

Oleg G. Morozov

Professor,

Radiophotonics and Microwave Technologies Department,
Institute of Radio Electronics and Telecommunications,
Kazan National Research Technical University,

named after A.N. Tupolev-KAI (KNRTU-KAI),

Kazan, Russia
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Chapter 1

Introductory Chapter:

Chromatic Dispersion Monitoring
in Synchronization Channel of
Quantum Key Distribution
Systems with Carrier Modulation
Coding

Oleg G. Morozov

1. Introduction

The method of quantum key distribution (QKD) with carrier modulation coding
(CMC) was proposed in [1, 2] and developed in [3-8]. Its advantages are the ease of
input and coordination of the optical phase, the high data transfer rate, the funda-
mental possibility of frequency multiplexing of the signal, as well as the simplicity
of constructing a consistent scheme. The main difference lies in the fact that in the
QKD-CMC systems, the quantum signal is not generated directly by the source but
is carried to side frequencies as a result of phase, amplitude modulation, or a
combination of these. In the latter works, to each state of the photons, instead of the
amplitude or phase of the modulating signal at a certain frequency, one or more
lateral component frequencies either photon optical carrier [9, 10] are put into line.
We in [11-13] present a universal system capable of realizing all the mentioned
types of modulation transformation and the new one based on tandem amplitude
modulation and phase commutation with partially or full suppressed carrier.

Alice and Bob’s synchronization channel provides frequency and phase matching
of the modulating signals. The deviation of the phase of the modulating signal from
the base position during the re-modulation of the signal spectrum at Bob leads to a
change in the radiation power at the side frequencies. A phase setting error, at the
same time, reduces the visibility of the interference pattern and increases the level
of quantum bit errors in the signal. The values of the optical signal-to-noise ratio
(OSNR) in the system are also determined by the accuracy of setting the amplitude
of the modulating signals of Alice and Bob.

The changing ambient temperature and chromatic dispersion (CD), in turn,
depending on temperature, introduce an additional time-varying phase delay of the
synchronization signal, which leads to a phase mismatch. In [14] it is shown that the
correction of the clock phase should be carried out every 2-3 seconds to eliminate
the influence of temperature and 2-3 hours to correct the effect of CD. If we take
into account that CD itself can change both with a change in the temperature of the
fiber and with a change in its configuration, we should speak about the need for its
constant monitoring.

1 IntechOpen
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Problems of maintaining the phase and amplitude in the synchronization chan-
nel arose in the author’s Microwave Photonics Lab., KNRTU-KAI, Kazan, when
trying to create a QKD-CMC system model on a fiber wound on a reel and
connected in a total length of 24 km. Similar problems have arisen for our colleagues
from ITMO, Saint-Petersburg, and the Kazan Quantum Center, KNRTU-KAI,
Kazan, when they built quantum systems at distances of several kilometers of the
real network of JSC “Tattelecom” operator, Kazan. However, 100 km is the limit
that is not yet successfully overcome. At greater distances, individual photons are
simply absorbed by the fiber-optic transmission medium. The main problem for
long-haul quantum cryptography is loss. It should be noted that today the project of
the longest in Russia Kazan-Chistopol line, which is 160 km long, is being created at
ITMO and KNRTU-KAI, which will undoubtedly face the problem of monitoring
chromatic dispersion.

Due to the natural symmetry of modulated coding and the highest achievable
ratio of the modulation conversions, amplitude-phase modulation with complete or
partial suppression of the optical carrier has found a particularly wide application in
the systems of microwave photonics [15-22]. Let us apply results of given papers
and microwave photonic principals [23, 24] to design CD monitoring principles for
synchronization channel of QKD-CMC systems.

We’ll present the results of the radio-frequency clock signal (RFCS) method,
chosen by us as the most simple in implementation and promising, for CD moni-
toring in high-speed and extended communication channels. The basic measure-
ment error is determined by the level of variation of the laser power and the
polarization-mode dispersion (PMD). The last successful implementation of the
RFCS method uses the built-in Bragg notch filter (BNF) on the carrier frequency
and calculating the ratio of the RFCS powers in the filtered and unfiltered branches
of the measurement channel. It made possible to achieve CD measurements in the
range from 0 to 200 pm/ns and increase their sensitivity to 0.12 dB/(ps/nm)
regardless of the PMD presence [25].

However, the stability of the central wavelength of the BNF position, due to the
change in environmental parameters, and the noise characteristics of the synchro-
nization channel, became a significant influence on its results. For dynamic range of
CD measurements near 30 dB, the error from the instability of the central BNF
wavelength is £1.5 dB, when a temperature change is +1°C. It is also shown in [25]
that the monitoring scheme becomes inoperable, when OSNR of measurements is
less than 15 dB.

The main chapter is based on the materials of Morozov et al. (2010-2018) papers
[11, 15-22] and additional and new results of theoretical and experimental researches
in QKD-CMC theme [12, 13], so as direct [26] and miscellaneous applications
[27-30]. The next chapter sections are organized as follows. The second section shows
the poly-harmonic principles of BNF position central wavelength monitoring. The
third section discusses OSNR gain determination in different cases of poly-harmonic
probing. In conclusion, the received results are analyzed, and the key development
challenges for CD monitoring in synchronization channel are highlighted.

2. Poly-harmonic principles of BNF central wavelength monitoring

In this section, we propose a microwave photonic method for monitoring CD in
synchronization channel based on analysis of the BNF reflectance spectrum posi-
tion. As the prototype of the CD measurement system, the methods described in
[25, 26] were taken. A monitoring subchannel based on the analysis of the optical
carrier signal reflected from the BNF was included in the method operation
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sequence. Before reflection, carrier of synchronization channel of QKD-CMC
system is modulated by amplitude at the fCL/100 frequency in the data generation
stage, where fCL is the frequency of the clock synchronization signal (1-10 GHz).
The presence of modulated components allows probing the position of the BNF,
tuned by the center to the optical carrier, and produces a mismatch signal for its
detuning, in analogy with the microwave photonic method of FBG interrogation,
presented by us in [27]. In the given paper, symmetrical two-frequency probing
signal was used. We additionally consider the methods of amplitude-unbalanced
three-frequency and symmetrical four-frequency probing. In [26] the possibility of
OSNR increasing till 10-12 dB, when signal processing realized on frequency-
modulated components beating envelope, was shown also for full telecommunica-
tion channel. We shall reanalyze these results from the point of our task view. We
defined the parameters, which could be used for registration in monitoring system,
and carried information about interaction between double-, three-, and
four-frequency probing oscillations and BNF.

2.1 Two-frequency symmetrical probing

Symmetric double-frequency probing radiation is a complex signal with ampli-
tude and phase modulation. The main feature of this signal is that all of its compo-
nents (instantaneous envelope A(t), phase 6(t), and frequency w(t)) depend on its
component amplitude ratio A;, A;. We evaluated the modulation rate of double-
frequency signal. Thereto we will use the modulation coefficient:

m = 2(Amax - Amin)/z(Amax + Amin): (1)

where A .« is sum of A; and A,, and A, is its difference.

Calculation results for 7(8), where & is referenced BNF detuning, are shown in
Figure 1 for different (4,/A,).

We also defined the phase gradient of double-frequency signal under it
components amplitude changing. Calculation results of 6(8) are shown in Figure 2
for different (A,/A).

Analysis of the dependences 7(8) and 6(5) allows determination of BNF central
wavelength shift, according to 8, during the measurement of modulation index m
and phase 6 of probing signal components A; and A, beating envelope.

m1.0

0.6 |

0.4

— AlAZ=1 '."'I_]

0.2 | — ALAZ = 1100
— A LA = ] 300

ALAL = 2000

0.0 — ALAY = 3,000

0.0 0,33 0.66 1.0 1.33 1.66 204

Figure 1.
Dependence m(85) for different (A1/A3).
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Figure 2.
Phase shift dependence 0(5) on component amplitude ratio A1/A,.

Produced on amplitude modulation coefficient or phase changing mismatch
signals use to make correction in CD monitoring process or retuning the center
wavelength of BNF.

2.2 Three-frequency symmetrical amplitude-unbalanced probing

It is known from a number of works that two-frequency probing, as simplest,
does not always allow one to unambiguously determine the direction and magni-
tude of the BNF central wavelength shift from the wavelength of the carrier
[28, 29]. Let us set the task of determining the position of the BNF central wave-
length based on a three-frequency amplitude-unbalanced probing, relying only on
the data coming from the photodetector PD to the ADC. Without changing the
position of the carrier frequency of the probing radiation, we will shift the BNF in
the range. For each position of the BNF, we analyze the parameters of the low-
frequency signal at the output of the photodetector, tuned to determine the ampli-
tude of the oscillations at the direct current (DC), the probing frequency fCL/100,
and the doubled frequency 2fCL/100. The characteristics of the reflected signal
level calculated from the three-frequency probing procedure on DC, 100 and
200 MGz for the central frequency position and detuning, are shown in Figure 3.

Taking into account the position of the BNF relative to the carrier, we can say
analogically [31] that we reduce the error in the CD measurement by 10% (3 dB).

2.3 Four-frequency symmetrical probing

Two pairs of probing signals shifted from the carrier are sent to the mediums of
the left and right slopes of BNF. Bragg wavelength of BNF is equal to the carrier
wavelength; different frequency inside pair is equal to 100 MHz. The outputs of
photodetector signals are formed, corresponding to the beating of the first (channel 1)
and second (channel 2) signal pairs [20, 30]. By measuring the difference between
amplitudes of each beating envelope, one can unambiguously determine detuning
sign and value of central BNF wavelength.

Three cases of DNF deviation are shown in Figure 4.

In the first point, the BNF offset from the resonance wavelength is absent, and
the output amplitudes of beating envelopes are equal.
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Figure 3.

Components reflected from BNF and their levels calculated for the three-frequency probing radiation at central
(carrier) position and its detuning.
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Figure 4.
Three cases of BNF deviation for four-frequency method.

In the second point, there is a slight BNF deviation, and the direction and
magnitude of the deviation are determined by greater amplitude of beating enve-
lopes.

In the third point, there is a significant deviation, and the direction and magni-
tude of the deviation are determined by the presence of a signal of beating enve-
lopes and its level in one of the channels.

3. OSNR problem for CD monitoring in synchronization channel

For experimental part, we chose three-frequency method, as less compliant in
comparison with four-frequency one. The procedure for monitoring the position of
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the BNF in synchronization channel can be implemented to RFCS method realiza-
tion structure. In this case, it contains one narrowband photodetector with a 10 GHz
band and filters tuned to frequencies at 0, 100 and 200 MHz from the carrier with a
bandwidth of 10 MHz. The procedure for such analysis relates to in-line monitoring
procedures, and the arrangement of frequency components at a frequency of

100 MHz from the frequency of the RFCS allows us to speak about identical for all
three constituent CD parameters and the corresponding identical change in their
amplitudes as it increases or decreases.

Using the algorithm for approximating BNF spectrum by the Gaussian curve at
each measurement makes it possible to increase the accuracy of determining its
central wavelength by an order.

Without going into the details of the physical nature of the phenomena, the level
of the main noise of the photodetectors is higher than the level of background noise
of scattering in the fiber and elements of the installation and determines the possi-
bility of detecting the received signal (Figure 5). The gain in improving the OSNR
in comparison with single-frequency measurements on the RFCS is determined by
the following expression [15-20, 27]:

feL  BW3 e BWs3

BWpp BW3 100 T2 00 T2
G_JS/JS+JS+JS, @

0 0 feL_ BW3 YcL BWs3

1002 00 2

where S = S(f)df is the spectral noise density of the receiver, BWpp is the
bandwidth of the PD equal to 10 GHz, and BWj is the frequency band of filters
(10 MHz) at frequencies of 0, 100-200 MHz.

The gain is determined by the different filter bandwidth, nature, and noise level
in different frequency regions S(f) for different types of photodetector (with
bandwidths 10 GHz) and filters (with bandwidths 10 MHz), respectively. In filter
regions near 100 and 200 MHz, there are only thermal and shot noises. Current
noises are characterized only for narrow DC filter. Taking into account the given
data, the gain in OSNR can be 10-12 dB.

Thus, when using in-line CD monitoring with a preliminary amplitude
modulation of the RFCS, the gain relative to the OSNR compared to the monitoring

S0P

fer /100 Efﬁ{lﬂﬂ
BW; BW, [ BW, |_I_I

1
l_
1
\ 1
/ 1 *,
i \ 1 \q!
| |
1
1
1
1
1
1
1
1

<— Noise BWpp,

Figure 5.

Illustration for OSNR gain catch for three-frequency probing method: Noise—spectral chavacteristics of noise for
photodetector vealizations bandwidth BWpp. Three-frequency probing method has complex gain parameters
and characterizes only by one disadvantage of large curvent noise filtering on DC component.
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at one frequency of the RFCS can be 10-13 dB. Thus, CD analysis on the RFCS can
be carried out, starting with the classical OSNR in 3-5 dB.

4, Conclusion

We demonstrated a microwave photonic method for CD monitoring of a high-
speed synchronization channel based on analyzing the reflectance spectrum of the
built-in BNF with the preliminary amplitude modulation of the optical carrier and
the RFCS method. The results of the simulation show that the proposed method of
in-line monitoring makes it possible to determine the magnitude and direction of
the filter shift by poly-harmonic probing. Thus, taking into account its position
relative to the carrier, we will reduce the error in classical CD measuring which is
usually equal to 10%/°C (1.5-3 dB). When using in-line CD monitoring with the
preliminary amplitude modulation of the RFCS, the gain relative to OSNR com-
pared to the monitoring at carrier frequency can be 10-13 dB. Thus, CD analysis by
the RFSC method can be performed starting from the classical OSNR of 3-5 dB.

The application of such type monitoring methods for QKD-CMC system will
allow us to suggest an even wider use in the transition to homodyne and heterodyne
systems. It should be noted that their development is still carried out at a theoretical
level and does not take into account the fact that with an increase in the length of
telecommunication lines, the probability of increasing the influence of CD on the
phase value of the coded components will increase significantly.
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Chapter2

Quantum Key Distribution (QKD)
over Software-Defined Optical
Networks

Yongli Zhao, Yuan Cao, Xiaosong Yu and Jie Zhang

Abstract

Optical network security is attracting increasing research interest. Currently,
software-defined optical network (SDON) has been proposed to increase network
intelligence (e.g., flexibility and programmability) which is gradually moving toward
industrialization. However, a variety of new threats are emerging in SDONs. Data
encryption is an effective way to secure communications in SDONs. However, classi-
cal key distribution methods based on the mathematical complexity will suffer from
increasing computational power and attack algorithms in the near future. Noticeably,
quantum key distribution (QKD) is now being considered as a secure mechanism to
provision information-theoretically secure secret keys for data encryption, whichisa
potential technique to protect communications from security attacks in SDONs. This
chapter introduces the basic principles and enabling technologies of QKD. Based on
the QKD enabling technologies, an architecture of QKD over SDONS is presented.
Resource allocation problem is elaborated in detail and is classified into wavelength
allocation, time-slot allocation, and secret key allocation problems in QKD over
SDONSs. Some open issues and challenges such as survivability, cost optimization, and
key on demand (KoD) for QKD over SDONS are discussed.

Keywords: optical network, SDON, security, QKD, architecture, resource allocation

1. Introduction

As more than two billion kilometers of optical fibers deployed worldwide [1],
optical networks have currently served as one of the most important underlying
infrastructures. Large confidential data transferred daily over the Internet relies
on the secrecy and reliability of data channels (DChs) in optical networks against
several types of cyberattacks, e.g., physically tapping or listening to the residual
crosstalk from an adjacent channel [2, 3]. With the evolution of network intel-
ligence, software-defined networking (SDN) [4] is emerging and developing
toward practical application, which is a promising technique to add flexibility and
programmability in the optical layer. Hence, software-defined optical networking
(SDON) is potential to become the next generation optical network architecture
[5]. However, the control and configuration signaling messages transferred via the
control channels (CChs) are also facing a variety of security attacks, e.g., anomaly
attacks and intrusion attacks [6]. Therefore, two essential channels (i.e., DChs
transferring sensitive data/services and CChs interchanging control/configuration
messages) are vulnerable to cyberattacks in SDONS.
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Data encryption is an effective way to enhance the security of SDONs. However,
classical key distribution methods are based on the mathematical and computa-
tional complexities, which will suffer from increased computational power and
developed quantum computing in the near future [7]. Quantum key distribution
(QKD) is a promising technique to secure key exchange and protect communica-
tions from security attacks in SDONS [8]. It can achieve information-theoretic
security based on the fundamentals of quantum physics, such as the Heisenberg
uncertainty principle and quantum no-cloning theorem [9, 10]. Moreover, these
fundamentals guarantee that the senders or receivers can detect the presence of
any third party who is trying to obtain the secret keys. Optical fibers can be used
in QKD systems to achieve good transmission performance of quantum signals.
Nevertheless, the dark fibers utilized for QKD systems are inconvenient and
expensive, while a potential solution is to use wavelength division multiplexing
(WDM) technique for QKD integration in existing optical networks [11]. A lot of
experiments and field trials have demonstrated the feasibility and practicability of
integrating QKD into optical networks [12-18]. Therefore, based on above works,
the objective of this chapter is to find how to deploy and employ QKD to enhance
the security of SDONS.

2. Basic principles and enabling technologies of QKD
2.1 Principle of point-to-point QKD

The basic principle of point-to-point QKD is introduced based on the first
invented QKD protocol, i.e., BB84 protocol proposed by Bennett and Brassard in
1984 [19], as illustrated in Figure 1. Nowadays, BB84 protocol is widely used in
practical QKD systems [20, 21]. The BB84 protocol based QKD process is summa-
rized in the following three stages.

Alice Bob
= Public channel (PCh) =
akp |- | QKD
,,,.,.h...?,:u,,. Quantum channel (QCh) rpril‘w

F-ﬂ Horizontal . Rectilinear
Vertical [ | basis (4)
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Figure 1.
Principle of point-to-point QKD based on BB84 protocol.
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1. Qubit exchange: QKD transmitter (called Alice) generates qubits and sends
them to the QKD receiver (called Bob) via a quantum channel (QCh). The
qubits are generated by encoding a string of classical bits into single-polar-
ization photons with different states. For instance, the horizontal, vertical,
and diagonal +45° polarization states randomly selected from two conjugate
bases (i.e., rectilinear, and diagonal,) are encoded with 0,, 1,, 1,, and O,,
respectively. In order to achieve accurate qubit synchronization, a clock
channel is also required here. Bob receives the incoming qubits and measures
each single-polarization photon with one of the two conjugate bases (i.e.,
rectilinear, and diagonal, ), and it will record the measurement results and
the selected bases.

2.Key sifting: Alice and Bob exchange their selected bases via a pubic channel
(PCh), and then discard the qubits sent and measured with different conjugate
bases. The remaining qubits will be decoded into a string of classical bits as
sifted keys.

3.Key distillation: For error estimation and correction, a random substring of
classical bits in sifted keys is exchanged and compared between Alice and
Bob via the PCh. Finally, privacy amplification and authentication are imple-
mented to decide the remaining secure bits as secret keys.

Additionally, to improve the secret key rate in QKD systems in practice, decoy-
state can be integrated with BB84 protocol to basically reach the single-photon
sources performance and estimate the number of single-polarization photons
detected by Bob more precisely [8].

2.2 Trusted repeaters for distance extension

The secret key rate and distance of QKD are limited due to the attenuation of
weak quantum signals in QChs. This limitation can be overcome by using quantum
repeaters, but they are beyond any practical technologies today [22]. A compro-
mise and a practical solution to this challenge are using trusted repeaters, and this
technique has been applied in the deployment of most QKD networks up to date
[23-25]. In a QKD network based on trusted repeaters, the secret keys generated
on the first QKD link can be relayed to the destination node by encrypting them
with the secret keys generated in the intermediate nodes. One-time pad algorithm
is applied for encryption to ensure the information-theoretic security of secret keys
verified by Shannon [26], while the size of secret keys generated and encrypted
here should be the same. Hence, secret keys are known by all intermediate nodes,
making the secret key secure only as long as all the repeaters are trusted.

An example of QKD distance extension based on a trusted repeater between
the source and destination nodes is illustrated in Figure 2. The QKD transmitter in
the source node establishes a QKD link with the forthcoming QKD receiver in the
intermediate node, whereas the QKD receiver in the destination node establishes a
QKD link with the previous QKD transmitter in the intermediate node. Both QKD
links produce, independently, secret keys Sk, and Sk, with the same key size. Then,
the secret key Sk, is encrypted with the secret key Sk, and relayed to the destina-
tion node. Specifically, secret key Sk; can be used later to secure communications
between the source and destination nodes. This relay process can continue with
any amount of intermediate nodes, but each intermediate node with the trusted
repeater will know the secret key information.
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An example of QKD distance extension based on a trusted repeater between the source and destination nodes.
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An example of QKP for secret key provisioning between Node-A and Node-B.

2.3 Quantum key pool (QKP) for secret key provisioning

Currently, the secret key rate in most QKD systems can only reach 1-2 Mbit/s
over a 50 km fiber link [27]. Therefore, the efficient management of precious secret
key resources is important. Recently, quantum key pool (QKP) technique is pro-
posed in QKD networks to timely provision secret keys for satisfying the security
demands of communications crossing the networks [6], which is beneficial to
enhance secret key management when the QKD develops from point-to-point links
to networks. The secret keys generated between the two end nodes can be stored
in the key store (KS) which is embedded in each of the two end-nodes and can be
managed by a QKP. QKP will know the real-time remaining number of secret keys
in the KS, which can decide when to connect the QKD link for secret key provision-
ing. Hence, efficient QKP construction is beneficial for efficiently employing QKD.

An example of QKP between Node-A and Node-B is illustrated in Figure 3. The
QKD node is composed of several components based on the existing QKD technolo-
gies, e.g., QKD transceiver, trusted repeater, and switch [23]. The generated secret
keys between QKD Node-A and QKD Node-B can be stored in KS-A and KS-B,
which are embedded in Node-A and Node-B, respectively. Specifically, the gener-
ated secret keys are managed by QKP,_ to monitor the real-time remaining number
of secret keys and provision secret keys between Node-A and Node-B.

3. QKD over SDON Architecture

An architecture of QKD over SDONS is illustrated in Figure 4(a), which consists
of four layers from top to bottom: application (App) layer, control layer, QKD layer,
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(a) QKD over SDON architecture; and (b) the configuration signaling procedure.

and optical layer. This architecture is different from the previous QKD-integrated
optical networks [11] and decouples QKD layer from the optical layer via construct-
ing several QKPs in the QKD layer. Two types of QKPs are constructed to enhance
the security of control signaling messages over the CChs, and confidential data
services over the DChs, respectively. The QKP between the SDN controller and
each node is called QKP-C (i.e., QKP-CCh), whereas the QKP between two nodes

is called QKP-D (i.e., QKP-DCh). The SDN controller in the control layer controls
and manages the QKD layer and optical layer via the southbound interface protocol
(e.g., OpenFlow and NETCONF). Here we use OpenFlow protocol as an example.
The SDN controller is capable of realizing flexible and programmable global opti-
cal network management, which can be utilized as the effective implementation
technique for control layer. Moreover, it has been demonstrated in the recent study
on time-shared QKD resources in SDN-controlled optical networks [28].

Optical layer and QKD layer can share the fiber bandwidth resources from exist-
ing WDM networks, in which at least two wavelengths need to be utilized as QCh
and PCh to construct OpenFlow-enabled QKPs (OF-QKPs), and then the remaining
wavelength resources can be utilized to transport confidential data services. The
constructed OF-QKPs can provision secret keys to guarantee the security of CChs
and DChs. In addition, OpenFlow-enabled optical cross connects (OF-OXCs) are
placed in the optical layer. The SDN controller is capable of managing the entire
network efficiently, whereas the OF-QKPs and OF-OXCs are capable of operating
based on the instructions from SDN controller.

The App layer generates service requests with different security demands and
interacts with control layer via the Restful API, in which Restful API is applied as
northbound interface protocol. Based on the different security demands, CChs and
DChs may require different number of secret keys. In particular, this QKD over
SDON architecture can manage and control the network-wide secret key resources,
which is beneficial to adapt diverse security demands and dynamic scenarios.

Figure 4(b) illustrates the configuration signaling procedure among the four
layers in QKD over SDON architecture. This procedure can be described in the
following five stages: (1) upon receiving a service request (e.g., the service request
from Node 1 to Node 2) from the App, SDN controller first computes/selects
path and then implements OpenFlow handshake with related OF-OXCs as well as
OF-QKPs on the selected path; (2) after the establishment of first stage, OF-QKP-C;
and OF-QKP-C, are configured by the SDN controller to provision secret keys for
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control/configuration messages over the CChs; (3) OF-QKP-D,_, is configured by
the SDN controller to provision secret keys for the service request from OF-OXC; to
OF-0XC, over the DCh; (4) the SDN controller configures OF-OXC, and OF-0XC,
to encrypt data and transport the service; and (5) at last, SDN controller replies to
the App.

4. Resource allocation in QKD over SDONs
4.1 Wavelength allocation

Since three types of channels (i.e., QChs, PChs, and DChs) are coexisting in a
single fiber with WDM technique, wavelength allocation for these three types of
channels becomes an essential issue. The total number of wavelengths for QChs,
PChs, and DChs should conform to existing WDM networks, e.g., 40 wavelengths
(with 100 GHz channel spacing) or 80 wavelengths (with 50 GHz channel spacing).
Given the DCh is usually located at C-band (1530-1565 nm) in existing WDM net-
works, some previous studies have demonstrated QKD at O-band (1260-1360 nm)
[29, 30] to achieve strong isolation from data transmission. Nevertheless, the faint
quantum signals may suffer from more losses at O-band compared with C-band,
which will limit the transmission distance and rate. Therefore, the three types of
channels can be placed at C-band to achieve better quantum-signal transmission
performance, as illustrated in Figure 5.

In particular, the physical layer impairments (e.g., Raman scattering and four-
wave-mixing effects) induced by PCh and DCh may have negative impacts on the
QCh transmission performance. Raman scattering effects can be effectively reduced
by placing the QCh at high frequency [31], thereby the wavelength reserved as
QCh starts from 1530 nm. Besides, four-wave-mixing effects can be reduced by
allocating 200 GHz guard band between QCh and other classical channels (i.e.,
PChs and DChs) [17]. Moreover, appropriate channel isolation and stable QKD
operation can be achieved by using multistage band-stop filtering technique [32].
The PCh that transmits classical signals for key sifting and distillation as introduced
in the principle of point-to-point QKD can share the same wavelengths with DCh
or utilize the dedicated wavelengths at fiber C-band. The latter can be selected to
ensure one-to-one relationship between the PCh and QCh, although the wavelength
resources for data transmission may be degraded. This is because allocating dedi-
cated wavelengths for QCh and PCh is essential in a stable scenario. The intermedi-
ate nodes with trusted repeaters and erbium-doped fiber amplifiers (EDFAs) can
be deployed for QCh and PCh/DCh, respectively, to extend quantum and classical
signal transmission distance, in which EDFA bypass scheme [30, 33] can be utilized

CH¢

[T -
[

1565 A/
GuardBand  C-band Aot

(200 GHz)
Figures.

Wavelength allocation for the three types of channels (i.e., QChs, PChs, and DChs) over the C-band in a single
fiber.
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for quantum and classical signal coexistence in a single fiber to suppress the noise
from the EDFA’s amplified spontaneous emission (ASE).

4.2 Time-slot allocation

Given the finite wavelength resources in a single fiber and the high cost of estab-
lishing QChs and PChs, each wavelength for QCh/PCh is segmented into multiple
time slots according to optical time division multiplexing (OTDM) technique [34].
Hence, each time slot can be utilized to establish a QCh/PCh for improving resource
utilization. We assume that the secret keys provisioned for a service request with
specific security demand are exchanged between the source and destination nodes
within a fixed time ¢, thereby each QCh/PCh occupies a time slot. On the basis of
the principle of point-to-point QKD described above, ¢ consists of channel estima-
tion and calibration time, qubit exchange time, key sifting time, and key distillation
time. In particular, the scattering and loss may impact the secret key rate between
two nodes, which will lead to different number of secret keys shared between dif-
ferent node pairs within ¢ in QKD over SDONS. In the network model, to fix t with
a realistic and simplified manner, the size of ¢ can be set as the secret key exchange
time for a fixed key size (e.g., 128, 192, and 256 bit while using AES encryption
algorithm [35]) under the worst scenario in QKD over SDONs.

Additionally, to prevent attacks for enhancing the data encryption security, the
secret keys provisioned for each service request with specific security demand can
be updated in a period T. The parameter, T, is the period after which the secret key
must be changed between two nodes. The security level increases while decreasing
the value of T. This is because the secret keys provisioned for a service request with
specific security demand are updated more frequently, thereby increasing the diffi-
culty of cracking the encryption key by a third party [36]. Accordingly, considering
the key-updating period, time-slot allocation for QCh/PCh becomes a new topic to
be studied. Also, routing, wavelength, and time-slot allocation (RWTA) strategy for
establishing the three types of channels (i.e., QChs, PChs, and DChs) needs to be
considered.

For instance, Figure 6 illustrates two security level configuration solutions,
in which the parameter, ¢, is the secret key exchange time between the source and
destination nodes for each service request with specific security demand, and the
parameter, T, is the key-updating period (¢ < T, which guarantees that the secret
keys can be exchanged within a period). In solution 1, we fix T for all the QCh/PCh
wavelengths and each service request with specific security demand has the same
security level value of T. Note that the QCh/PCh wavelengths are the wavelengths
in WDM optical networks that are reserved as QCh/PCh. The solution 1 can only
provide one security level, which may limit the flexibility of security demands of
service requests. However, service requests triggered from numerous security-hun-
gry applications may have different security demands with different security levels.
Hence, each QCh wavelength has a flexible T values in solution 2, thereby different
security levels can be provisioned. For different service requests with security
demands, this solution can provision more security level types.

4.3 Secret key allocation

Data encryption algorithms need to be considered for CChs and DChs while
performing secret key allocation. One-time pad (OTP) encryption algorithm was
invented to achieve information-theoretic security, in which the secret key size
should be as long as the data size [26]. Hence, OTP encryption algorithm requires
much execution time/storage to perform data encryption, which is difficult to be
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Figure 6.
Two security-level provisioning solutions: (a) solution 1: fixed T for all the QCh/PCh wavelengths; and
(b) solution 2: flexible T for each QCh/PCh wavelength.

utilized for high-bit-rate data encryption in SDONs and has negative impacts on

the efficiency of SDONs. Nevertheless, symmetric encryption algorithms [37] can
be used to perform large amount of data encryption with small secret key size and
fast execution time. A commonly used symmetric encryption algorithm is advanced
encryption standard (AES) algorithm, which can be integrated with QKD to imple-
ment high-bit-rate data encryption [38, 39]. Using secret key lengths of 128, 192,
and 256 bit, the AES algorithm can encrypt/decrypt large amount of data in blocks
of 128 bit [35]. Hence, the secret key receiving module and data encryption module
can be added in optical transport nodes to perform secret key communication and
processing.

Nevertheless, the third party can eavesdrop a sequence of encrypted data to
crack the secret keys while using AES algorithm. Then, two important factors, i.e.,
data size and data transmission time, need to be considered during a crack [40, 41].
In order to degrade the probability of encrypted data being cracked, the secret key
can be frequently changed between two nodes based on the key-updating period.
Key updating is essential to enhance the security of data encryption while using
AES algorithm to secure CChs and DChs. Accordingly, the time complexity and data
complexity of attacks can be considered for key updating in which time complexity
is the maximum available time for a secret key and data complexity is the maximum
encrypted data size by a secret key. The security level increases with the increase of
secret key length or the decrease of secret key-updating period. Therefore, we can
qualitatively evaluate the security level based on secret key length and updating
period.

Given the secret key resources are limited and precious in QKPs, the secret key
allocation issue for CChs and DChs needs to be solved. The control/configuration
messages transmitted over the CChs in SDONS are usually at megabit-per-second
transmission rate, which are low compared with the data complexity of attacks
[40]. Accordingly, secret key allocation and updating are accomplished for each
CCh in the SDON to enhance its security. Through the path of a data service, each
node along the path will be configured by the SDN controller via the corresponding
CCh. According to the specific security demand of each CCh, QKP-C allocates the
required secret keys between SDN controller and each node to enhance the security
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Secret key allocation and updating for CChs.

of each CCh. Hence, we can allocate different number of secret keys to CChs
between SDN controller and each node for encrypting/decrypting the control/con-
figuration messages. As illustrated with an example in Figure 7, Keyx_y denotes the
required number of secret keys in which x and y represent the node serial number
and service serial number, respectively. Key;_1/Key,_; is allocated to CChs between
the SDN controller and Node 1/Node 2 for Service 1, whereas Key;_,/Key, ,/Key;_»
is allocated to CChs between the SDN controller and Node 1/Node 2/Node 3 for
Service 2.

The required number of secret keys for each data service over the DChs is
associated with the secret key length and updating period. The QKP-D can allocate
the required number of secret keys to enhance the security of data services over
the DChs in SDONSs. As illustrated with an example in Figure 8, three data services
(i.e., 71, 7, and ;) have different security demands. In Figure 8(a) and (b), we
consider the time complexity of attacks (i.e., T}) and data complexity (i.e., D,) of
attacks for secret key updating, respectively, in which the parameter, y, represents
the data service serial number. Based on AES algorithm, the required secret key
lengths of 74, ,, and 3 are 128, 192, and 256 bit, respectively. Additionally, as shown
in Figure 8(a), the required secret key-updating periods of 7y, 7, and 3 are Ty, T,
and T (T; < T, < T3), respectively; whereas in Figure 8(b), the required secret
key-updating periods of 71, ,, and 73 are Ds, D, and D3 (D; < D, < Ds), respectively.
Specifically, the data service with longer secret key length and shorter secret key-
updating period demands shows higher security level and will require more secret
keys to be allocated for data encryption. Thus, routing, wavelength, and secret key
allocation (RWKA) strategy for CChs and DChs in a timely manner on demand is
necessary to be considered.

Ty Tyl e T o Ty

r, FEEEOCO0 - DD EOEE Tiney! - OO - l:_i-:-. Data/bit
Finparnure ime/s depurters

et T Od b

Figure 8.
Secret key allocation and updating for services with different security requirements based on (a) case 1: time
complexity of attacks and (b) case 2: data complexity of attacks.
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5. Openissues and challenges
5.1 Survivability for QKD over SDONs

QKD can provide secret keys for end-to-end paths and improve the security
of SDONs. However, how to guarantee survivability in a QKD over SDON is an
important topic. QCh and PCh should be protected simultaneously in a QKD over
SDON. Especially due to the utilization of key-updating period (security level)
with different time slots, protection action will occur at a subwavelength level.
Synchronization might also be a difficult problem for QCh, PCh, and DCh.

5.2 Cost optimization for QKD over SDONs

In a QKD network, two types of nodes should be deployed, i.e., QKD node and
intermediate node with trusted repeaters. Also, several wavelength channels in
existing WDM optical networks should be planned as QChs and PChs. In practice,
different number of nodes and QChs/PChs may produce different costs and perfor-
mance for QKD over SDONSs. Accordingly, how to optimize the cost of deploying
QKD over SDONs while satisfying the performance requirements is another open
issue.

5.3 Key on demand (KoD) for QKD over SDONs

The secret key rate (i.e., the generation of secret keys in bits per second) in
current advanced QKD systems is extremely low compared with the gigabit data
transmission over each wavelength in WDM optical networks. Increasing the num-
ber of nodes and QChs/PChs can further increase the secret key rate, but it will also
drastically increase the system complexity and power consumption. Thus, the use
of an efficient key on demand (KoD) scheme to achieve efficient secret key resource
usage while satisfying security requirements of CChs and DChs is also essential for
QKD over SDONSs.

6. Conclusions

This chapter provides a brief introduction to the basic principles and enabling
technologies of QKD. Based on the QKD-enabling technologies, an architecture of
QKD over SDONS is presented. Resource allocation problem is elaborated in detail
and is classified into wavelength allocation, time-slot allocation, and secret key
allocation problems in QKD over SDONSs. Finally, several open issues and challenges
are discussed.
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Abstract

Nowadays, high security levels are required to transmit critical information for
government, private and personal sectors. As a countermeasure, the Quantum Key
Distribution systems are the best option in order to protect this information because
it provides unconditional security. In addition, increasing the transmission distance
is a highlight. Therefore, the Free-Space Optical Quantum Key Distribution systems
(FSO-QKD) present an innovative way for sharing secure information between two
parties located at ground stations, spacecraft or aircraft. However, these scenarios
present several challenges regarding the hardware, protocols and techniques used
that must be solved in order to enhance the performance parameters (security level,
distance link, final secret key rate, among others) for any QKD system; although,
in particular, a high transmission performance is required for both the classical and
quantum channels. These issues impose the roadmap and trends in the research,
academic and manufacturing sectors around the world.

Keywords: performance parameters, secret key, challenges, trends, Quantum Key
Distribution

1. Introduction

Currently, crucial information is shared between two parties located either near
or far, in the quantum cryptographic context, the transmitter and receiver side are
called Alice and Bob, respectively. Therefore, Alice transmits to Bob important infor-
mation that requires a high secrecy level based on different kind of cryptography
systems against a spy system called Eve. In particular, the most secure systems in the
practice and theoretically secure are the Quantum Key Distribution (QKD) systems
implemented on fiber optical networks and/or Free Space Optics (FSO) links using
both Continuous-Variable (CV) and Discrete-Variable (DV) due to they are based on
the physics laws [1]. In general, any QKD system requires on the Alice side different
“subsystems” such as optical source, quantum state preparation (QSP), modulation
scheme (Mod-Sch) and a Digital Processor & Communication (DP&Comm), among
other possible subsystems that can improve the overall performance (Figure1).

In particular, the optical source has some important physical and technical
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requirements that affects the security level; these parameters are the linewidth,
quantum optical state generated by the source, wavelength stability, among others.
The QSP subsystem is probably the most important subsystem because it intends

to prepare a true and well-knowledge quantum state that will be used for encoding
the key, that is, to ensure the generation and fidelity features of the quantum state,
although some QKD systems impose these requirements to an optimum optical
source selection. Regarding the DP&Comm subsystem, many classical technolo-
gies are used for digital processing (e.g. central processing unit (CPU), graphical
processing unit (GPU), field programmable gate array (FPGA)) in order to imple-
ment the algorithm for controlling Mod-Sch subsystem and perform a distillation
algorithm for each particular protocol used in QKD systems. On the other hand, the
DP&Comm also uses classical telecommunication techniques (e.g. Radio frequency,
fiber optics link, FSO links, copper transmission lines) based on a classical and pub-
lic transmission channel. In addition, the Mod-Sch subsystem uses the output signal
of the QSP in order to modify some characteristics (e.g. polarization, amplitude,
phase, among others) according to the driving output signal of the DP&Comm.
After that, the quantum state that carries information is transmitted through a quan-
tum private channel (fiber optics or free space). At the Bob’ side, an optical receiver
with support of many optical passive devices receives the quantum optical state and,
thus, generates an electrical output signal that will be fed to a demodulation scheme
(Demod-Sch). In this case, Bob also has a DP&Comm subsystem with the same
characteristics and similar tasks in comparison with the used in Alice.

In addition, Quantum State Determination/Performance Parameters (QSP/PP)
subsystem is used for: (a) determining the optical quantum state received by Bob based
on optical tomography or calculating the density matrix, or, (b) measuring some impor-
tant performance parameters of the quantum state received, such as amplitude, phase,
polarization, among others, without reconstructing the phase representation state or
the density matrix. There exist many subsystems that can improve the performance
of QKD systems according to specific conditions, however, this chapter only mentions
the most important ones based on authors opinion. On the other hand, Eve system also
needs different subsystems in order to “listen” the information from Alice and Bob
systems. Therefore, in order to reach the secure level imposed by the physical laws, high-
end technology is required in each subsystem mentioned concerning hardware (i.e.
subsystems mentioned), protocols, novel materials among others highlight topics [2].

'
Alice . Bob

Private channel

W Jd

Source
QsP
sl DP/Comm

. . Tassical channel .
Classical system| | 4100101, | [Classical system

Figure 1.
General block diagram of QKD system emphasizing in the subsystems required for both quantum and classical
channel.
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Therefore, this chapter explains the state-of-art and actual challenges of each
subsystem and devices used in QKD systems for both classical and quantum
communications involved in this kind of secure systems. The aforementioned
information can help to the reader to visualize and establish a general roadmap of
the technologies used in QKD systems in order to focus institutional activities to
research, development and innovation to contribute to the scientific and technical
sector around the world. This chapter are organized as follows: Sections 2.1, 2.2
and 2.3 show the state-of-art regarding optical sources, optical detector and digital
processing systems, respectively. Sections 2.1.1, 2.2.1 and 2.3.1 describe the actual
challenges in each particular subsystem and the scientific and technological trends,
emphasizing the FSO applications.

2. High-end hardware: challenges and trends

As mentioned above, although QKD systems are unconditionally secure based
on laws of quantum mechanics, it is necessary to understand the technological limit
of high-end hardware to increase the research, innovation and development activi-
ties in order to reach the theoretical performance of a QKD system step by step. In
fact, technical limitations and imperfections in the hardware used gives Eve the
opportunity to implement some Side-Channel-Attacks (among other attack kinds)
based on the non-idealities.

2.1 Optical sources

The most desired optical source for the technical and scientific sector is the
single-photon source or on-demand optical source which emit photons at any
arbitrary time related to the transmission rate in a deterministic way (not proba-
bilistic), that is, in an ideal case, 100% for emitted a certain photon and 0% for
multiple-photons emitted, among others desired features. Thus, many optical
sources intend to be a practical single-photon source based on faint laser pulse
concept, however, it is not possible to ensure the amount of photons because the
probabilistic analysis was made based on the Poisson distribution of the optical
signal. On the other hand, there are other type of sources that try the same, but the
difference relies in the theory and experiments used in order to generate a single
photon. For example: (a) isolated quantum dot systems based on different material
such as GaN, CdSe/ZnS, among others. However, these systems are not suitable for
C-optical band (i.e. working from ~340 nm to ~#950 nm) where the conventional
telecommunication systems (and QKD systems) work and present a low emission
efficiency (from ~0.02 to %0.1) [3, 4]. Although it presents an important feature in
single-photon sources, that is the deterministic resolving manner; (b) probabilistic
single-photon sources based on Parametric Down-Conversion (PDC) and Four-
Wave Mixing implemented in bulk crystals/waveguides and optical fiber, respec-
tively. However, the principal issue is the reduced emission efficiency (from = 0.1 to
~ 0.85) although they are higher than the systems mentioned in (a). Obviously, this
technical option is different compared to the ideal concept of a single-photon source
that expects a perfect emission probability for a unique photon; and (c) faint laser is
the most useful technique because it relaxes the design and complexity of the imple-
mentation of an experiment in both real and laboratory scenarios. This technique
presents an emission efficiency of ~1 and a wide inherent bandwidth suitable for
the immersion of QKD systems in the real optical networks [4].

Thus, for all the optical sources mentioned, the efficiency and non-linear optical
elements are an important issue for design and manufacturing. It is also important
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to remember that the optical sources described have to be suitable for FSO links
where a complete QKD system is implemented, that is, the restriction of single-
photon is crucial for support the secure aspect inherent in QKD systems, however,
the FSO links imposes trade-off that have to be analyzed. For this reason, the faint
pulse is the common technique for FSO applications. Until now, the single-photon
source information presented has been analyzed based on certain particular char-
acteristics. However, an important aspect is the quantum state of the single photon
generated by the optical source, that is, a photon can be generated with a particular
quantum state (related to a quasi-probabilistic density functions) such as coherent,
Fock, entanglement, among others. In fact, an ideal single-photon deterministic
source should be generating a single photon with Fock distribution. On the other
hand, an entanglement “single-photon” (probabilistic way) can be used in some
short-distance-FSO-QKD systems and laboratory considering a high efficiency
channel and finally, a single-photon source with coherent state (faint laser) is the
most useful source and distribution used for long distance free space links.

2.1.1 Challenges and trends

In general, the challenges in the actual optical sources are regarding the band
telecommunication of the device, inherent bandwidth, emission efficiency and
output spatial mode. Therefore, the important advance imposes a clear trend based
on efficient optical sources at common telecom wavelengths (i.e. C-band) [5].
Although sources at O-band are available [6]. Basically, the improved performance
of the optical sources is based on the use of novel materials, structures and quan-
tum devices that permits the near-ideal quantum state generation [7].

2.2 Optical detector

An ideal single-photon detector is useful in QKD systems in order to detect and
resolve (determinate) an amount of photons per observation time (related to bit),
that is, the detector is enabled to detect a single-photon and determine the exact
quantity of a single-photon. However, this definition is based on the assumption of an
ideal single-photon source. Obviously, ideal single-photon source and detector per-
mits directly assure specific security levels based on the detection of an Eve system
that disturbs the amount of photons transmitted by Alice. However, due to physical
characteristics of the materials used on the manufacturing, there are deviations
between the idealistic and realistic performance parameters. Thus, many realistic
single-photon detectors have the ability of distinguish between zero photons per bit
and more than zero photons, but they do not resolve the amount of photon. Based on
the above, the most common used single-photon detectors are the non-
photon-number-resolving detectors, that is, they have the ability of detecting photon
but do not resolving the exact amount of photons. However, there are different modes
of operation based on multiple detectors that allow improving the resolving process.
Some examples about single-photon detector proposals are: (a) the Photo-Multiplier
Tube (PMT) which is a classical single-photon detector that operates from the visible
region to the infrared. However, the detection efficiency is considerably reduced,
for example, at 500 nm the efficiency is 0.4, while for 1550 nm is 0.02; meaning a
major problem for its application in some real optical networks; (b) Single-Photon
Avalanche Photodiode (SPAP) category has a wide variety of technical options for
detection process, having minimum and maximum efficiencies from 0.40 to 0.74 for
450-780 nm band, respectively (based on Silice). In both cases (i.e. aand b options),
the wavelength range is not completely suitable for FSO communications systems,
although some beacon systems can use these detectors with previous analysis.
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Therefore, SPAP based on InGaAs material is suitable for 1060-1550 nm range with
maximum efficiency of ~0.33 for 1060 nm and ~0.10 at 1550 nm. Regarding the
high-end technology, the superconducting Transition Edge Sensor (TES) is the best
option for detecting in FSO-QKD system context based on the detection efficiency-
wavelength relationship, that is, efficiency of ~0.95 at 1556 nm. However, the opera-
tion temperature is extremely low, ~#0.1°K, whereas the last mentioned detectors
work commonly from 240 to 300°K, although there are some exceptions [4].

2.2.1 Challenges and trends

The principal challenges are related to minimizing the electronic noise and
maximizing the gain of the detector maintaining high transmission rates [8, 9].
To do the aforementioned, novel materials and electrical designs are required. In
particular, reducing the Noise Equivalent Power (NEP) parameter permits the
detection of low optical power with different electrical bandwidth [10]. However,
although novel optical detectors have been developed, coherent detection tech-
niques have been helps at Bob side, relaxing the detector selection due to inherent
amplification and spectrum filtering of the coherent technique.

2.3 Digital processing systems

The DP&Comm subsystem implemented in conventional QKD systems per-
forms particular basic tasks such as: driver for different devices (e.g. phase and
amplitude modulators, true random number generator (TRNG), etc.), quantum
key data base, perform the algorithm need to distillation, reconciliation and privacy
amplification processes between Alice and Bob. In particular, this algorithm requires
access to both quantum and classical channels. Therefore, the DP&Comm requires
some important technical specifications so as not to degrade the secure level and
secrete key rate of the QKD systems. In particular, Field Programmable Gate Arrays
(FPGA) have been used in a real-time QKD systems reaching secret key rate at
17 kb/s in an optical fiber link of 20 Km [11]. It is clear that, the FPGA specifications
impact the performance of a QKD systems, therefore, improved synchroniza-
tion and jitter methods based on high speed and precision devices can reduce the
Quantum Bit Error Rate (QBER) and increase the final secret key rate [12].

In addition, the secret key rate has an important relation with the performance
of the TRNG subsystems, thus, FPGAs have been used for generation and acquisi-
tion of true random digital sequences reaching 1.25 Gb/s [13]. An important issue
in DP&Comm subsystems is the ability to adapt and generate countermeasures to
maintain or improve the specific performance against external dynamic factors such
as atmospheric turbulence in FSO links, resizing and adaptive parameters based
on an optimization process [14, 15]. In addition, some QKD systems use a Graphics
Processing Unit (GPU) as a DP&Comm (although some considerations have to
be analyzed to complete all the task of the DP&Comm) because it provides some
important technical features such as parallel computing and processing floating-
point information allowing rates of 1.35 Gb/s [16]. The novel standalone modules
for particular stages of the protocol used (e.g. sifting, error correction, and privacy
amplification modules) also support the performance of QKD systems, which are
based on high-end electronic design. These particular technical innovations in
specific modules permits reaching secret key rate of ~#13.72 Mb/s [17].

2.3.1 Challenges and trends

Thus, the DP&Comm subsystem depends on the electronic development
regarding the high performance related to speed processing and the novel design
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of Printed Circuit Board (PCB) used in different subsystems within DP&Comm.
Among the devices that need to be improved are high-end converters (Digital-to-
Analog-Converter and Analog-to-Digital-Converter), fast output/input ports (e.g.
analog and digital) and fast memories. On the other hand, an optimized QKD pro-
tocol have to be programmed in DP&Comm subsystems, which includes different
algorithms needed in different protocol stages, that is, detecting-correcting errors
codes, performing some Hash functions among other used. Therefore, no matter
the high-end devices used in the DP&Comm subsystem, the designer should try to
reduce the trade-off based on optimized programming.

In addition, Commercial Off-The-Shelf (COTS) devices have been used for
QKD-FSO systems using an optimized protocol to not degrade the security level and
secret key rate [18]. Figures 2 and 3 show the Alice and Bob set-up, respectively.
Both systems use COTS devices in a Local Area Network (LNA). In particular, Alice
set up (Figure 2) consists of an optical source in order to generate a LO and a data
signal (the way to divide the optical signal is not graphically clear expressed, but
1X2 fiber splitters were used), the LO signal will be sent to Bob separately in order
to perform a self-homodyne detection. In addition, a minimum optical signal is used
for the TRNG to generate two random digital sequences (RSA1 and RSA2). These
sequences are used by a COTS device that uses a DB-RN in order to drive the PM
and perform the quantum protocol using both classical and quantum channels. The
PC and PBS are used in order to maintain and ensure a vertical SOP in the incom-
ing PM signal because in order to avoid a residual amplitude modulation. Since the
optical source is non-polarized and it has an optical fiber output, a PC is used as
the first element for polarization controlling, but because Alice and Bob have to be
implemented in free space, a PBS was added in order to ensure the SOP. However,
the PC can be deleted if an optical source with free space coupling and linear verti-
cal polarization is used. Thus, residual amplitude modulation can affect the overall
performance of the QKD systems. Next, phase modulation is used to encrypt the
information and a half-wave plate to produce a linear SOP at 45 degrees needed for
Bob set-up. Because the optical source generates a coherent state, an attenuator is
used to produce a weak coherent state emulating a long distance free-space link.
Before the optical signal is transmitted through the free space channel, a BS and PD
are used for monitoring the optical power corresponding to the weak coherent state.

At the Bob side (Figure 3), a free space optical hybrid (z-hybrid) based on BS,
PBS and BHDs is used in order to measure simultaneously both quadrature com-
ponents of the weak coherent stated received. Mirrors and attenuators are used in
order to calibrate the optical power received in each photodetector (implemented
in each BHDs) due to the different optical paths. In particular, a quarter-wave plate

LOr o Bob
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Figure 2.

Alice set-up. PBS, polarized beam splitter; TRNG, true random number generator; PM, phase modulator;
DB-RN, database-random number; BS, beam splitter; ATT, attenuator; PD, photodetector; RSA, random
sequence in Alice; PC, polarization controller; A/2, half-wave plate; LO, local oscillator. Own figure and
presented in [18].
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Figure 3.
Bob set-up. M, mirror; BHD, balanced homodyne detector; M/4, quarter-wave plate; RSB, random sequence in
bob. Own figure and presented in [18].

is used to change the SOP of the LO, that is, the LO needs a circular SOP in order to
allow simultaneous measurements. Therefore, the complete Bob scheme is based

on coherent detection technique, where an opto-electronic Costal loop permits the
improvement of the complete performance reducing the phase noise due to differ-
ent optical paths. Particularly, a COTS device and TRNG (it generates other random
digital sequence, RSB1) are used in a similar way as Alice in order to perform the
quantum protocol. The quantum transmitter-receiver shows an experimental aver-
age Quantum Bit Error Rate (QBER) of 30% using auto-homodyne detection with
0.25 photons per bit in locking phase mode. The final secret key rate measurements
were 20 and 40 Kbps for minimum and maximum throughput in the LAN. Finally,
although common elements (i.e. passive and active optical elements) are used in
Figures 2 and 3, the important aspect is the uses of COTS devices in QKD systems
that allow relaxing some design parameters maintain adequate performance param-
eters as mentioned (e.g. QBER, final secret key rate).

3. QKD protocols: challenges and trends

The research on the protocols used for the distribution of the cryptographic key
based on the principles of quantum mechanics had a great boom in the last 10 years.
In general, the QKD protocols describe the particular tasks or steps (i.e. algorithm)
needed in order to generate a final quantum secret key rate. Although the QKD
protocols are programmed in a DP&Comm subsystem, they require all the subsys-
tems. In particular, the protocols and their performance depend on the statistical
information (discrete and continuous variables, DV and CV, respectively) regarding
the quantum state used.

The BB84 protocol is the first protocol proposed to guarantee unconditional secu-
rity (because it is based on orthogonal states) when transmitting the cryptographic
key that gives access to the information of a message. It has been considered as the
ideal protocol, at least in theory, since it is based on the transmission of the quantum
state of a single photon to represent a bit of information and provide immediate
information through the characteristics of the received signal, about a possible
attack by a spy [19]. In addition, if we add that the key is used in a single occasion
(One Time Pad) it provides better protection in case that at some point an intruder
manages to obtain the key. Next, B92 protocol was proposed based on BB84 protocol.
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While BB84 protocol uses 4 orthogonal states, B92 only uses 2 non-orthogonal
states. Therefore, the different quantum states (i.e. orthogonal and non-orthogonal)
used in BB84 and B92 protocols impose a trade-off regarding the final secret key
rate generated by Alice, Bob and the attacks performed by Eve [20]. Since the BB84
protocol is extremely vulnerable to Photon Number Splitting attacks, the SARG04
protocol was proposed, which uses 4 non-orthogonal quantum states; however, the
final secret key rate is also affected [21]. Additionally, there exists the E91 protocol
based on Einstein, Podolsky and Rosen (EPR) paradox that uses entangled quantum
states generated either by Alice, Bob or a trusted third party [22]. Later, the BBM92
protocol was proposed which implies EPR pairs, that is, entangled photon pairs. This
protocol can be described as the BB84-EPR protocol [23]. Until now, the protocols
mentioned are based on State of Polarization (SOP), DV framework and general
stages such as: raw key exchange, key sifting and privacy amplification, that is, all
the protocols have the same stages in order to generate the final quantum key. On the
other hand, QKD protocols based on CV variables are also suitable, such as COW
protocol (Coherent One-Way), which is based on an amplitude encoded sequence of
weak coherent pulse with the same phase for each particular time slot. In particular,
different time slots have several optical pulses (related to an optical power average)
and, occasionally, decoy sequences are sent in order to hinder the eavesdropped pro-
cess [24]. Due to the different quantum states and encoding scheme used, this proto-
col is so-called distributed-phase-reference (DPR), in fact, there are many protocols
in the same category such as the differential-phase-shift (DPS), which uses different
phases but the amplitude remains constant. Therefore, interferometric techniques
are required in the receiver [25]. All the DPR protocols perform joint measurements
on subsequent signals. Actually, GG02 protocol is present in many commercial
equipment. In general, this protocol is based on random distributions of coherent

or squeezed states and modulates either the phase or amplitude of a quantum state
and uses coherent detection in Bob’ side [26]. Finally, each protocol mentioned has a
particular security principle, be it the Heisenberg uncertainty or quantum entangle-
ment. Although there exist novel protocols that change the security principle in order
to improve the performance of particular QKD systems.

3.1 Challenges and trends

The challenges present in the QKD protocols are related with the performance
parameters of the QKD systems. In particular, although each protocol uses differ-
ent security principle and quantum states, the important issues are increasing the
security level, secret key rate and distance link between Alice and Bob in presence
of Eve system. In fact, while a particular protocol presents a high security level and
particular secret key rate for short distance links, other protocol presents the same
security level and secret key rate for long distance links. However, as was mentioned,
a QKD protocol requires the other subsystems, thus, a hypothetically complicated
protocol imposes a strict and detailed design, that is, the experimental set-up is not
simple. Therefore, the tendency of the protocols refers to proposing novel QKD
protocols that allow to easily implement them in optical commercial networks,
while the performance parameters remain constant or improved. In addition, a high
dimension protocol is proposed in order to increase the photon information capacity
when the photon rate is restrained. This protocol is based on entangled photon pairs
that allow information to be transmitted using an extremely large alphabet [27].

Now;, each QKD protocol has been theoretically described, however, free space
and atmospheric channels impose important trade-off that determines the suitable
protocol. In particular, BB84 protocol has been optimized for FSO links affected
by atmospheric turbulence improving the secret key rate up to over 20% [28].
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However, BB84 protocol remains unchanged while other subsystems are modi-
fied. In fact, many QKD protocols have been implemented in FSO links in order to
demonstrate their performance under particular conditions.

4. Techniques and structure in QKD: challenges and trends

The techniques and structures used in QKD context involve the different set-ups,
operation rules and devices that perform a particular protocol. Therefore, the first
step is choosing the quantum protocol and next, the general structure can be pro-
posed and implemented. In particular, the structure consists of optical source, opti-
cal detector, digital processing unit (the challenges and trends that have already been
mentioned) among other specific devices connected together in order to perform a
complete QKD system. On the other hand, the techniques are the novel operational
rules in order to enhance the complete performance of the QKD system. Each proto-
col mentioned was proofed, first, using a particular technique and structure, these
can be can be found and analyzed in the references listed. However, many improves
to each protocol have been proposed for QKD systems implemented in FSO.

For example, the atmospheric turbulence is an important problem for QKD
systems based on FSO links. In order to mitigate the degraded performance of the
secret key rate for QKD systems based on BB84 protocol, an optimization technique
was proposed based on an adaptive optical power transmission considering the
random irradiance fluctuation [28]. In the same context, a novel encoder technique
was proposed for the classical channel in QKD-FSO systems based on adaptively
encoder gain according to atmospheric turbulence levels [29], The results show that
the secret key rate remains constant for a region of turbulence levels and imposes the
need of a high-end DP&Comm subsystem in order to extend the operating region.
In addition, many structures and techniques used in conventional classical optical
communication systems have been adapted to QKD-FSO systems. In particular,
Multi-Input-Multi-Output (MIMO) and Wavelength Division Multiplexing (WDM)
are suitable options used in order to increase the capacity of free space channel based
on Orthogonal Angular Momentum (OAM) modulation [30]. Among the structures
and techniques necessary to implement a QKD-FSO system are the subsystems
used in order to pointing, acquisition and tracking the two parties (Alice and Bob,
represented by satellites and ground stations). In this case, pointing systems used in
satellites have reached from 0.6 prad to 3 prad pointing capability [31, 32].

4.1 Challenges and trends

In general, the structures and techniques allow to improve the performance of
a QKD-FSO system. Therefore, the design of techniques and high-end structures
allows to support in a better way the actual QKD system proposals. In fact, the prin-
cipal challenges are related with the optimization and improving of the secondary
subsystems of a QKD-FSO systems (i.e. secondary subsystems are not mentioned in
detail in this chapter, such as telescope, mechanical structures, access multiplexing
techniques, among others). Finally, the QKD-FSO system trends related with the
structures and techniques are: maximize the channel capacity, increase the distance
link and secret key rate, increase the power consumption efficiency in order to sup-
port long-time missions, improve the thermal control and isolation, among others.

In addition, novel encoding technique for classical channel has been proposed in
order to increase the secret key rate at QKD-FSO links. Figure 4 shows a diagram pro-
posed based on an adaptive LDPC (Low-Density Parity-Check Codes) encoder in order
to countermeasure the effect caused by the dynamical atmospheric turbulence [29].

33



Quantum Cryptography in Advanced Networks

Cruantum
Channel ()
BIAB)

Cuantum
Rx

Eve
S(AE)

Cuantum
Tx

¥

L

»
Classical
Tx/Bx
[
L 4
madification
of code rate

Alice

L
_ | Classical |
RxTx [

'

Probahility estimator
Plaall. Plao, /),

Bob

_| Classical | _
" |Channel (a )|

Distillanon protocol + mrbulence

Calculate &, and
# determination of the
optimm code rme

LB B BB R B B N R B B N _J§ 0§ & 1§ J_ 0§ ]}
L

LR 8 0 0 B 0 0 8 | &0 B § & § | - -

LB B BB BB B N B B N & L J_ 0 J & ]}
L

l-ﬂﬂ-ﬂ-ﬂ-ﬂhﬂﬂ-ﬂ-ﬂ-

Figure 4.
Block diagram of the simulation-experimental set-up of the QKD system proposed with dynamical encoder for
different atmospheric turbulence levels. Own figure and presented in [29].

Here, I(A:B) is the mutual information that Alice and Bob shared, and the
maximum information shared for Alice and Eve is S(A:E). In this case, f,, is the
reconciliation efficiency. In other hand, a is the classical channel efficiency that is
based on the encoder capacity (related to the amount the erroneous bits that are
detected and corrected). In this scenario, the dynamical atmospheric turbulence is
represented by Rayleigh or Gamma-Gamma (GG) density probability functions,

P, (a,0), and P, (a,a,,,,) , respectively, where o, represents the Rytov variance related
with the atmospherié turbulence, a,, and f,, are the effective numbers of large-scale
and small-scale for GG function, respectively. Basically, Alice and Bob monitored
the dynamical atmospheric turbulence calculating the error probabilities and
modifying LDPC encoder capacity used by them.

5. Conclusions

The proper understanding of the high-end hardware, protocols, techniques and
schemes used in FSO-QKD systems allow to improve the performance parameters
such as secret key rate, distance link, security level, among others. In particular,
although there are wide suitable options for the subsystems required for FSO-QKD
systems, it is necessary that the high-end subsystems are more accessible and
compact in order to increase their uses in traditional optical networks.
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Chapter 4

Coherence Proprieties of
Entangled Bi-Modal Field and Its
Application in Holography and
Communication

Nicolae A. Enaki

Abstract

This chapter examines the coherence properties of two modes of entangled
photons and its application quantum communication and holography. It is proposed
novel two-photon entangled sources which take into account the coherence and
collective phenomena between the photon belonging to two different modes
obtained in two-photon cooperative emission or Raman or lasing. The generation of
the correlated bimodal entangled field in two-photon emission or Raman Pump,
Stokes and anti-Stokes modes is proposed in the free space and cavity-induced
emission. The application two-photon and Raman bimodal coherent field in com-
munication and holography are given in accordance with the definition of ampli-
tude and phase of such entangled states of light. At first, this method does not
appear to be essentially different in comparison with the classical coherent state of
information processing, but if we send this information in dispersive media, which
separates the anti-Stokes and Stokes photons from coherent entanglement fields,
the information is drastically destroyed, due to the quantum distribution of photons
in the big number modes may be realized in the situation in which the mean value
of strength of bimodal field tends to zero. The possibility of restoration of the signal
after the propagation of the bimodal field through different fibers, we may restore
the common square amplitude and phase.

Keywords: quantum bimodal field, cooperative effects between blocks of photons,
quantum communication, quantum holography

1. Introduction in the specific properties of correlated bimodal
radiation field

Generated radiation in two- or multi-quantum processes opens new perspectives
in studying new communication systems, holographic phase correlations, in the
interaction of light with biomolecules and living systems. The specific attention is
given to the new type of coherent emissions, which occurs not only between the
quantum but between the photon groups generated in the non-linear interaction of
the electromagnetic field (EMF) with emitters (atoms, molecules, biomolecules,
etc.). This type of light generation supports the idea of coherent correlation that
appears in the bi-modal field, in which it is generated the entangled photons.
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A physical characteristic of field formed from the blocs of well-correlated bi-modes
must be determined by the intensity of the electric field of each mode characteristic
in such superposition. The applications of such a field characteristic can be fruitful
both in quantum communication and holography. An attractive aspect of the prob-
lem consists in the selective two-quantum excitation of some atoms or molecules of
the system, where it is necessary minimize the dipole active action of total photon
flux over single-photon resonance of dipole-active transitions. The last idea can be
applied in microbiology, where a selective dis-activation of some molecular struc-
tures (e.g. of viruses) in the tissue may become possible in two-quanta excitations.
In this situation appears the necessity for a good description of both amplitude and
phase of this new type of radiation formed from bimodal correlated photons.

The new concept of phase and amplitude correlations are important not only in
interferometry but also in the holographic registration of information and are
related to the conceptual aspects of physics, chemistry and microbiology for the
recording of three and multi-dimensional images in cosmology [1-3]. According to
the invention of Dennis Gabor [4] in 1947, the hologram is defined by the interfer-
ence between two waves, the ‘object wave’ and the ‘reference wave’. Like in laser
experiments, this interference between the two waves requires to use the tempo-
rally and spatially consistent source, described by an intensity pattern, which rep-
resents the modulus squared of the sum of the two complex amplitudes. The
reconstruction of the object field encoded within the hologram is based on the
principle of light diffraction. This type of diffraction and interference can be keyed
out by other coherent states, which can be an eigenstate of square parts of positive
frequency strength of EMF. According to this description, the eigenvalue of vectors
of square strength has the good amplitude and phase. For example, in the two
photon cooperative emission by the pencil shape system of radiators (or by the
cavity two-photon induced emission) the coherence is based between the photon
pairs rather than between the individual photons. This effect is evident, when the
pairs of photons are generated in the broadband spectral region of the EMF so, that
the total energy of two photons in each pair is constant 24w = Awyy + hay, = Const.
Considering that the frequencies of the photons in the pairs are aleatory distributed,
wy; 7 wij, we conclude that such systems generates the higher the second order
coherence relative to first order one. In this context appear the problem of the
application of such field in communication and holography, using its good
amplitude and phase of squared strength, generated by the nominated sources.

This chapter discusses the problem associated with the possibilities to divide the
wave front of the photon-pairs into two wave fronts. Studying the interference

between each part, “object bimodal waves” E+(t +17)E +(t + 7) and “reference

bimodal waves” £ (t)E +(t), we may create the hologram image consisted of the
interference and diffraction fringes between the bi-photons belonging to wave
fronts of square vectors of field consisted from the ensemble of bi-modal field,

(Et+0E t+0E 0OE @)

To understood this type of coherence let us look at the light that consists of
distinctive photons, which belong to broadband spectrum energy. Since the number
of modes is relatively large, it is virtually impossible to find the two photons in the

same mode and to create the coherent states from them, (£ (t,z)EA'Z, (t,2))=0,
where E}, (¢,z) and E; (t,2) is the Fourier transform the negative or positive defined

EMF strength components of the radiation modes k # k' obtained from the inverted
atomic ensemble in z direction. Of course, the total intensity of such a light,
obtained from individual sources (nuclei, atoms, molecules) becomes proportional to
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the number of atomic sources, I = E]<‘§ L (t,2) £ f (t,2)) « N, because the correlation
function between the strengths of different radiators is (£ n ,2)&] (2))), 4~ 0. Here
3]7 (t,2) (cé,'j+ (t,2)) is the negative (positive) frequency component of the EMF
through of each atom.

The creation of entangled photons in two- and multi-quantum processes opens
the new possibilities in quantum communication and quantum holography. For
example in the paper of prof. Teich et al. [5] it is proposed to make use of quantum
entanglement for extracting holographic information about a remote 3 — D object in
a confined space which light enters, but from which it cannot escape. Light
scattered from the object is detected in this confined space entirely without the
benefit of spatial resolution. Quantum holography offers this possibility by virtue of
the fourth-order quantum coherence inherent in entangled beams. This new con-
ception is based on the application of second ordered coherence function, proposed
tirstly by Glauber [6], and intensively developed in the last years. The possibility to
use of the fourth-order quantum coherence of entangled beams was studied in Ref.
[7]. Here it is proposed a two-photon analog of classical holography. Not so far the
authors of Refs. [8, 9] used an innovative equipment registered the behavior of
pairs of distinguishable and non-distinguishable photons entering a beam splitter.
When the photons are distinguishable, their behavior at the beam splitter is ran-
dom: one or both photons can be transmitted or reflected. Non-distinguishable
photons exhibit quantum interference, which alters their behavior: they join into
pairs and are always transmitted or reflected together. This is known as two-photon
interference or the Hong-Ou-Mandel effect. The visibility of the hologram of a
single photon fringe, V, is defined by a spectral mode overlap which can be high
and stable for photons generated by different sources such as two independent
spontaneous parametric down-conversion. As the authors mentioned, in the regis-
tration of single photon hologram [8], the quantum interference can be observed by
registering pairs of photons. The experiment needs to be repeated several times
using the two photon pairs with identical properties.

The authors of the Refs. [10-13] have proposed to investigate the coherence
which appears between undistinguished photon pairs and the possibility to generate
such a pair in the two-photon quantum generators. The increased interest not only
to two-photon generation, but to induce Raman microscopy in special medicine and
biology opens the new perspective the coherent proprieties of bimodal fields. Com-
pared to spontaneous Raman scattering, coherent Raman scattering techniques can
produce much stronger vibrational sensitive signals. This excitation needs a strong
phase correlation between the pump, Stokes, and anti-Stokes components of the
induced Raman process. These difficulties have been overcome by recent advances
in coherent Raman scattering microscopy, which is based on either coherent anti-
Stokes Raman scattering or stimulated Raman scattering [14, 15]. Appear a possi-
bility to use this type of coherent states of bimodal field [12, 13], and to propose a
new studies of vibrational aspects of molecules.

Following this idea let us discuss another effect related to the photon scattering
processes into the pump, Stokes and anti-Stokes modes. Taking into consideration
that in the A-type three-level system persists only pumping and Stokes modes
when the atomic system is prepared in the ground state, or it may be reduced to the
pump and anti-Stokes modes, when the atomic system is prepared in the excited
state, we could reduce this cooperative scattering effect to the ensemble of corre-
lated pairs of modes in the resonator. This is possible due to big detuning between
the third level and pump modes when the system of atoms is prepared in the ground
state. In this situation, it is possible to generate  pairs of correlated mods between
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the pump and Stokes components, so that the frequency difference between the
modes of each pair, Whp, — Dksy s Wks, — Dksys Wkp, — D> O, — Dk, is equal to the
transition energy between the ground and excited levels 2wq. In this description, the
pump, and Stokes fields are considered to be incoherent due to the fact that the
correlation functions between the pump and Stokes modes, belonging to different
partitions gives zero contributions in the intensity correlation function

(E 15;/) (t)E,i? ()4 and (E,i;) (t)EA,',g) (t))j1. According to this only the diagonal ele-
ments belonging to the same modes remain non-zero so that the field intensity is

proportional to this number “m”. The resulting intensity of the pumping light is
equal to the square strength of each pumping (or Stokes) modes

I, = 3B, O () ~m (or I, = z].@,g;)(t)é,gj(t)) ~ m). The realization of
such cooperative effects between the incoherent bi-modes can be obtained exactly
as in the case of the two-photon generation in a wide spectrum at Raman emission
(e.g., in the multimodal cavity or crossing the pumping pulse through a multimodal
optical fiber). The total pumping field strength and Stokes is a multi-mode super-
position for both pumping and Stokes mods, where the pumping field and Stokes
are decomposed into the quantized states of the optical cavity.

The possibilities of correlations between the anti-Stokes, Stokes and pump
modes have been overcome by recent advances in coherent Raman scattering
microscopy, which is based on either coherent coherent anti-Stokes Raman scatter-
ing or coherent Raman scattering [14, 15]. In many cases, the phase correlations
between these components become not so simple in the experimental realization.
Appear the possibility to apply here the coherent states of bimodal field proposed in
this chapter and a possibility to use holographic aspects of such bimodal field in
biology and medicine where the phase and amplitude of Raman component are
already correlated for coherent excitation of molecular vibrations

@)= sz,i;) (t)}_:?,(e:j) (t). Here we notice that this new characteristic of the field in

induced Raman process may have a good phase and amplitude as the traditional
coherent field, 7~ (¢) = I, exp [—i¢p], the correlatives between the adjacent modes is

proportional to the square number of adjacent bi-mods (/T (t)IT +(t)) ~ m?. Phase
¢ = 2wot — Kz contains a fixed frequency 2m¢ = @wpr; — wg; (herei =1,2,..m) and
a well-defined wave vector, K = ky; — ki; in the collinear cavity conversion of the
photons from the pump field.

In the Section 2 we give the definition of bimodal coherent states in analogy with
single photon coherent states. The definition of phase and amplitude of this
bimodal field is also granted, taking into account the coherent states of bimodal
superposition of entangled photon pairs and bimodal superposition of Stokes
pump and anti-Stokes modes in the Raman scattering process. The lithographic
proprieties of such bimodal field are given, taking into consideration multi-mode
aspects of generation light.

The Section 3 is devoted to applications of coherent emission of two subgroups
of photons, the total (or difference) energies of which can be reckoned as a con-
stant, so that coherence appear between the vectors formed from the product of two
electromagnetic field strengths. As it is shown that the coherence between such
vectors is manifested if the emitted bi-photons belonging to broadband spectrum,
hence that the coherence between individual photons can be neglected. The appli-
cation of product strength amplitudes and phases in holographic registration is
advised. The superposition of two vectors of bimodal field obtained in two-photon
or Raman lasing effect is estimated for construction of the holographic image of the
object.
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2. Generation of biharmonic strength operators and their coherent
proprieties

Let us consider two nonlinear processes of light generation in laser [16, 13]
and collective decay phenomena [17, 18]. In the second order of interaction of light
with matter, these processes strongly connect the quantum fluctuations of two
waves. In the output detection region, this effect gives us the possibility to obtain
the coherent effects between the bimodal fields as this is proposed in Section 1.
In this nonlinear generation of light, the new signal at another frequency has a
common coherent phase with impute mode in the nonlinear medium. We discuss
the situation when the phases of the emitted waves are random relative to one
another so that the total field average of EMF strength takes zero value
(E(x,t)) = 0. In such a situation the emission is considered non-coherent. An
opposite conception appears in quantum optics in which it is proposed a lot of
effects connected with quantum entanglement and coherent proprieties of bimodal
field [19]. Here as we discuss in Section 1 we have the possibility to introduce
another type of coherence [12, 19, 20], which appear not between the photons of
the same mode, but between the biphotons from the ensemble of pairs of modes or
correlations of photons belonging to scattered modes (bi-modes) (EVES) # 0. When
the number of bi-modes with the same energy of the photons in the pair increase
[21, 22], the quantum fluctuations in each mode may achieve zero value
(E,y = (E,) = 0. Following this conception, the similar coherence between the pho-
tons we introduced in the Raman emission processes [12, 13, 23]. In this case one
photon from non-coherent driving field is absorbed (Stokes photon 4;,) and other

photon is generated (anti-Stokes b_") (E,E,) # 0, (E,E,) # 0. Below we consider
below two situations.

Case A. correspond to the generation of the coherent bi-photons along the axes
of the pencil shape system of an inverted atomic system relative a dipole forbidden
transition [19] together with two dipole active subsystems of radiators, S and R (see
Ref. [23]). Here we propose another effect, in which the two-quantum cooperative
emissions are ignited by single-photon decay process. As one-photon decay process
of an exciting ensemble of atoms passes into Dicke super-fluorescence [24], we
propose the situation in which this effect can be inhibited and the new cooperative
interaction of this ensemble with dipole forbidden transitions of other atomic sub-
systems will stimulate another cooperative decay process, in which the coherence is
established between the photon pairs. Indeed, if we consider an ensemble of excited
atoms with non-equidistant transition energy, we may observe that in this situation
the phase correlations between the atoms may be neglected. The non-equidistant
dipole-active ensemble may be divided into two sub-ensembles of excited atoms, so
that the pair of excited radiators from each sub-ensemble enters in resonance
dipole-forbidden transition (z + 1)S — nS of D of sub-ensemble D. In other words,
we are interested in cooperative interaction between two dipole-active sub-
ensembles and dipole-forbidden one as this is represented in Figure 1. Such super-
radiance has the coherence between the photon-pairs and the coherence between
the individual photons (first-order coherence) becomes inhibited.

Let us first discuss the three particle cooperative effects represented in Figure 1
described in Refs. [17-19]. This interaction is focused on a new type of three particle
collective spontaneous emission, in which the decay rate of three atomic subsystems
is proportional to the product of the numbers of atoms in each subsystem, N;N,N,
in the case all three sub-ensemble are equidistant. The quantum master equations
take into consideration the correlations between three subsystems S, R and D in
the single and two-photons cooperative exchanges between the atoms of each
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Figure 1.
The stimulation of two-photon cooperative effects of hydrogen-like (or helium-like) atomic transition 1S — 2S of
D ensemble by dipole-active emission of S; and R; sub-ensembles in two-photon resonance described by the

corvelations (1a) and (1b). This two-photon cooperative decay can be prepared in pencil shape extended system
of S, R and D radiators [19].

sub-ensemble (see Refs. [17-19]). The three-particles cooperative interaction
through the vacuum of EMF is established taking into consideration the mutual
influences between the single-photon polarization of S and R atomic subsystems
and the non-linear polarization of the D atom (see Refs. [17-19]). To understand
this effect it is necessary to examine the new correlation function which appears
between the polarization of three different radiators from S, R and D subsystems:
(bn(t)fe; (t)S; (¢)) and (ﬁl(t)gj(t)b,;(t)). The ignition role of S and R atoms is
observed in the third-order terms, which contain two-photon resonances between
three-particles represented in Figure 1, described by the above correlation func-
tions. In order to experimentally observe these correlations, we must maximally
destroy the single photon Dicke superradiance between atoms of S and R subsys-
tems. This is possible if we choose the broadband sub-ensemble of excited dipole
active atoms S and R. In this case, the single photon correlations between the atoms
of this type become oscillatory with detuning frequency w; (r) forj and  atoms. This

corresponds to the situation when the correlations like (gj ®)S; (2)) (or (f?j(t)f%[ )
become proportional to a exp [ie;(r)t] and rapidly oscillates during the cooperative

decay process. But in this case in the sub-ensemble S, R we must have the big
number of pairs Sjs Rj;j = 1,2, ..., N so that the established phase of each pair
S+ and ﬁj* will compensate the phase of D, (¢) atom from equidistant D ensemble so

J
that above defined three-particle correlators becomes smooth functions, giving the
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maximal contribution in two-photon decay of the ensemble. But in this case, the
sums of the three-particle correlators on the indexes: j, [ and 7, containing non-
equidistant two-level atoms, S, and R, becomes proportional to the number of pairs
of this type of atoms and number of D atoms, N,N,.

In this situation is respect all resonance conditions between the pairs and equi-
distant D- ensemble: 209 = @,, + @,,. This resonance between the two-photon tran-
sitions of D atomic subsystem and the pairs of the two dipole active atoms of R and
S subsystems is represented in Figure 1. We can extend our attention to a big
ensemble of three particles in such a cooperative process. Three atoms D, R and S
are situated at relative small distances 7y, 74 and 7,; in comparison with emission
wavelength. Such atomic may file up the volume with a dimension larger than the
emission wavelengths. The exchange energies between the subsystems were ana-
lyzed in the literature and an attractive problem is connected with pencil shape
atomic mixture described above. In this situation, the radiation can be observed
along the pencil-shape atomic system (see Figure 1).

Following this conception, we observe that for the big ensemble of radiators the

first order correlation function Gy(t,t + 1) = (E(_) (t)E(+) (t + 7)) becomes smaller
than second order one. The second order correlation functions between the photons

can be divided into two parts: G2 (t,t + 7) = (E(7> (t)]:jk) (t)EH) (t+ T)E(+) (t+7))

and G, (t,t + 1) = (E OET ©EY (¢ + E” (¢ + 2)). The first part describes the
correlation between the photon pairs generated into the broadband interval and the
second part describes the correlation between the bi-modes of scattered field. Here

the positive and negative parts of the field strength E <+)(7,‘) = D&k (t) exp [i(k, 1))
and E H(t) = ¥, 8,4, (t) exp [—i(k,r)] are expressed through the superposition of
the annihilation 4, (¢) and generation d,:(t) field operators with wave vector k& and
polarization 4 respectively. Using the method of elimination operator developed in
Ref. [19], we demonstrated, that the second order correlation function G (t,t + 7)
between the bi-photons is proportional not only to the correlation function between
the atoms of ensemble D but consists from the sum of two types of correlations,
which contain the intrinsic correlation of D ensemble like in the Dicke process [24]
and correlations between the D ensemble and dipole active sub-ensemble R and S
Gh(t,t+7) = GY(t,t + ) + G2 (¢,t + 7) according to the Refs. [17, 18] the
correlation between the atoms of D ensemble is proportional to the function

ko
G?1<rs)(t,t+f) ~ Jdk(k —ko)k2 Y sinkry, sin (ko — k)r;
0 p K (o =Rl (1)

% (D ()b, (t+ 7)),

and two photon cooperative ignition by the S ad R subensamble

Gt +7) ~ (R S ©)D, (+7) ) )

x exp li(ki + k,1,)] exp [—i(K, 1;)] exp [—i(K',1;)].

Here we consider the sums on the repeated indexes. It is observed, that such a
sum is proportional to the number dipole-active pairs N, and number of D radia-
tors. In the degenerate case when all three sub-ensemble are equidistant the number
of term increase in the system [19], but in the system substantially increase first
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order coherence between the same photons. In other words, the single photon
process substantially ignites the generation of coherent photon pairs.

In the second order of interaction of light with matter, these processes strongly
connect two waves in the output detection schemes and they give us the possibility
to distinguish the coherent effects between entangled photons. For traditional
single-mode coherence, it is well known the possible lithographic limits in mea-
surements A > /2. Taking into account the concept about the dropped lithographic
limit in two-quantum coherent processes, the authors of Ref. [20] proposed new
lithographic limit in the two-photon processes with a magnitude two times smaller
than traditional A > /4. This take place when frequencies of the signal and idler
photons have the same value w; = w;. This propriety is also contained and in
two-photon super-radiance [21] but here 4 = 24,;4,;/ (i + A,;). Here 4,; and 4; are
the emitted wavelengths by S ad R from the pair i, i = 1, 2, ..N,. An interesting
effect of two photon cooperative emission is possible in micro-cavities. In this
case the mode structure of the cavity stimulates the two-photon decay effect in
comparison with cascade effect [19, 25, 26] (see Figure 2).

The coherent properties and entanglement between the photons, emitted in
two-quantum lasers and parametric down conversion has a great impact on appli-
cation in quantum information and communication. The possibility of induced two-
photon generation per atomic transition was suggested by Sorokin, Braslau and
Prohorov [27, 28]. The scattering effects in two-photon amplifier attenuate the
possibility to realize two-photon lasing. The first experiments demonstrated that
two-photon amplification and lasing in the presence of external sources are possible
[16, 29]. These ideas open the new conception about the coherence. Indeed, intro-
ducing the amplitude of two-quantum field encapsulated in two-photon lasers we
can observe that the generation amplitude is described by the field product

i (+)

P (t,2) = E (2. 0)E, (2,1)

= G(ks, ky)dsa, exp [2iwot — i(ks + k)2,

2

where 209 = w; + ®, = wx is the total frequency of generated photons,
2ko = ks + k,. In this case we can introduce the following operators of bi-bosin field
i = alal and I =aad, I, = ([zjds +afa,)/2, which satisfy the commutation
relations [I I =20, 1,1 i] — +I".Sucha generation possibilities was pro-
posed in Refs. [17, 18]. According to the representation of these operators, we may
introduce the following coherent states for this field |u) = exp (ul +)| 7, 7) /1= |ul?,
which belong to the su(1,1) symmetry described in Refs. [11, 19]. Here p is the
coherent displacement of bi-photon oscillator. Following this conception, the func-
tion P()(¢,2) has the same behavior as the electrical component of single photon
laser. For example, the mean value of this function on the coherent state can be
represented through the harmonic functions with given phase and amplitude

<15(+) (t,z)> = Po exp [2iwot —i(k; +kr)z + ), )

where Py = G(ks, k,)|(4,d,)| is the amplitude and ¢ = Arg(d,a,) is the phase of
electrical field strengths of two fields @ and b . In the detection scheme represented
in Figure 2B it is observe delay time through z-dependence of such functions.
The lithographic limit follows from the difference between the maximum and
minimum of two sit experiment represented in Figure 2. According to the expres-
sion (3) and the distinguish distance A between the slits follows, that the second
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Figure 2.

(A) Sources of entangled photons in the two-photon bimodal processes. The horizontal blue lines represent the
modes of the optical cavity modes formed between the vertical mirvors, M; and M,. (B) Two slits experiments
with interference between pairs of modes which form the strengths product of EMF. The interference picture can
be observed in tow-photon.

order correlation function G,(A) = (P~ (2)13+(z + A)) pass from maximal to mini-
mal values for A(k; +k,)sin€ = = . From this expression follows the some litho-
graphic limit as in the Ref. [20].

To decorrelate the coherence between the photons of the same mode, in Ref.
[10, 11] we proposed the cooperative multi-mode operators with similar commuta-
tion relations in the cavities. Mediating the amplitude of the bimodal fields we can

. . . s+ ~F.
introduce the collective modes field operators I’ = ke (.0 2ko Y

= ke (wy,0)A2ko—kAr and I = Zke(mo,m(dzdk + “Zko—k“zkofk)/z- As follows from
above description the absolute value of conserved Casimir operator increase with
increasing the number of bi-modes = (") - 1/2(f+f7 + f7j+). This effect is
accompanied by the increasing of coherence between the bi-photons of each
bi-modes relative the coherence which appears between the individual photons
belonging to other modes. The similar coherent photon pairs may be generated in
the broadband laser systems [11]. Following this idea the stationary solution of
master equation for the bimodal cavity fled in the above multi-mode representation
was obtained

& pu(®) = 25 + (o + 5o
_ 2m+)(m+2) (1+a2 (m +1)(m + %)) ),,

14 f(m +1)(m + 2) 14 f(m +1)(m + 2)
2m*(m +2j — 1)

+a Pm_1 — Ibid{m — m — 1},
"Mt pmim 42— )P ¢ )
2
where a; = % represents the generation rate of photon pairs for full
- 0
. . _ T (2 4lgl’Ty _ 2[g]’Noo (w—2a0)
atomic inversion Noo, ay = gi= (] + 1), f = et andy = ooy Here

we used decomposition of density operator of bimodal field in the cavity
p(t) = X,—oPmlm,j)(m,j|. The evolution of correlation of the bi-photon intensity
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(I +(t)f ~(¢)), and the sum of the photon correlation functions in each mode d

(:#* ) to lasing phase transition point for the following values of the j—collective
parameter: j = 0.5and j = 10. Here 72 = Z(fz —J). It is observed that with the
increase of the number of the bi-modes the coherence between the bimodal field
characteristic P~ (¢ + 7,z) and 13+(t,z) increases: )P (t + 1,2)15+(t,z)

a +(t)f ~ (t)) exp [2iwoz — 2ikoz]. As it is observed from the behavior of parameter
(:n?:), with increasing the number of modes, j, the coherence between the indi-
vidual photons substantially decreases (see Figure 3a and b). This process of lasing
stabilization is accompanied by the increasing the coherence between the photon
pairs belonging to conjugate bi-modes and may be detected by the scheme
represented in Figure 2B. The generation process of the coherent field in the some
mode of the ensemble of the modes 2j is described by the sum of correlations

o (E,(e_) (t+ T)E,(e+> (t)), which become proportional to the sum of number of pho-
tons in each mode (72) exp [ig(7)]. As follows from Figure 3 the amplitude of this
function achieved the small all value with the increasing of the number of modes. In
the single photon detection this correlations is described by the aleatory phase ¢(7)
and may be represented by the smooth function (see “red” line) on the screen F of
interference scheme Figure 2B.

Case B. Another possibility to create a coherent field for a big number of photons
distributed in the broadband spectrum represents the bimodal spectrum of
scattered photons. Indeed if we represent superposition between the photons
obtained from A and S atoms as a combination [y) ~ [1),]0); + expig|0),[1);/v/2
we may extrapolate such superposition for a big number of atoms from the dipole
active sub-ensemble A and S belonging to su(2) symmetry. Let us first discuss the
three particle cooperative effects in the scattering interaction represented in
Figure 4 [17-19]. In the free space, such field may be generated with pencil shape
process described by three ensembles of atoms D, S and A . This description is
devoted to this a new type of three particle collective spontaneous emission, in
which the decay rate of three atomic subsystems is proportional to the product of
the numbers of atoms in each sub ensemble of equidistant atoms, N;N,N;. In this
situation only one possibility of resonance interaction between the dipole forbidden
transition of D-Lambda atoms and ensemble of dipole active atoms S and A

(a) (b)
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Figure 3.

Thgeu;‘volution of the photon correlations as function of the relative time tk to the phase transition for following
parameters of the system: a1/x = 0.4, a1 /k = 0.01and f/x = 0.001. Here it is represented: the square
amplitudes of bimodal field (I i ) (blue line), the correlation between the photons of each mode, { : #* - ) (ved
line) and the square of mean value of the photon number in each mode, (#)* (green line). Figure a corresponds
to single mode two-photon emission, j = 1/2, and the numerical representation in figure b covresponds to the
number of the bimodal cavity field 2j = 20. As follows for the figures a and b the total photon correlations in
each mode decreases with the increasing of the number of bi-modes (see the red and green lines).
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Figure 4.
The similar mutual transitions between dipole-active A; and S; atoms in scattering resonance with hydrogen-
like (or helium like) ensemble of D atoms, described by the expression (4).

2wy = w, — w;, which correspond to scattering resonance between the three parti-
cles, respectively. This resonance situation for the decorrelated ensemble of dipole
active atoms is represented in Figure 4.

We observe, that the Dicke cooperative effects between the sub-ensemble of
atoms, S, and A can be neglected if the atoms in the sub-ensembles S and A are not
equidistant relative their excited energy. In such a situation the Dicke cooperative
effect in sub-systems of dipole-active atoms is negligible due to the consideration
that the frequency width of broadband emission Aw is large than the cooperative

emission rate I';. In this situation the cooperative correlations like (A]-J” (t)A[ (t)) and
(§j+ (¢)S; (¢)) become proportional to the rapid oscillatory parts exp [i(ws — wa1)t]
and exp [i(wj — wy)t], and vanishes after an average procedure on the time interval
less than the decay time 1/I.. In such a situation, only the pairs of S, and A sub
ensembles can excite the D-subsystem according to the third-order of perturbation
decomposition [19]. It contains three particle scattering exchanges between the
pairs of S, and A atoms and D-an ensemble of equidistant atomic represented by
Figure 4. This exchange scheme of two S and A atomic pairs is described by the
correlations between the pairs of A and S scattering resonance with D:

(S7 (@)D}, (0)A; (1)), (A #)S; (£)D,,(¢)) described by master equation in Ref. [23]. It
corresponds to the scattering resonance between the pairs and D ensemble:

wgj — w5 — 2wo = 0. Here i = 1,2, Nj,, N is the number of atomic pairs of S and A
sub-ensembles. In this situation, the second order coherence is also proportional to
the product of two superposition of D-atoms and pairs of S; and A; atoms in the
scattering resonance with D-equidistant ensemble as in the two-photon resonance
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(et +7) ~ (A 08 4+ 0)D; ¢+ 1)) “
x exp li(k; + k,1,)] exp [—i(K, x;)] exp [—i (K, 1;)].

As follows from the expression (4) and the scattering generation of correlation
photons in the cavity Figure 4 the scattered field into the blocs of two-modes w,;;
ws; and w,;; wy can form the coherent su(2) state, which corresponds to the genera-

tors of the superposition of collective discrete bi-modes of EMF ] = Y,alas ok,
]A+ = de};ukodk andjz =D {d;+2kodk+2ko - d};ﬁk}/2 which satisfies the commuta-
tion relations for su(2) algebra described in Section 2. In this cooperative effect, due
to large number non-equidistant atoms in each ensemble A or S, the frequency
differences between the scattered modes w,; — w; = 2wo and w, — wy have same
wave vectors, K; = K;, where K; = k,; — k; and K; = k;; — ky; and can be used in
the coherent phenomena like holograms, or optical processing. In such coherence it
is manifested the correlations between the ensemble of bi-modes generated by the
pairs of atoms {S}, A;}, [ = 1, ...N,,. These effects are accompanied with the inter-
ference between single- and two-quantum collective transitions of three inverted
radiators from the ensemble. The three particle collective decay rate is defined in
the description of the atomic correlation functions.

Let us study the interaction between the molecular systems and external Raman
field prepared in the cooperative coherent process proposed in Refs. [12, 13, 30].
Following this Refs [19, 23], we can introduced the bimodal operators the product
of which oscillates with the frequency 2w near the vibration frequency of the
molecules (or bio-molecules) Q
& (=)

17 ,z) = £."

0B @0) + g8 (@B (a0)

= Gy, ka)ba" exp [2iwot —i(ka — ky)z] Q)
+ Gk ky )b exp [2iot —i(ky — k;)2].

Here the annihilation (creation) operators, l;(b”r), s (fT) and a (ftlr), correspond
to the pump, Stokes and anti-Stokes modes, respectively, which satisfy the Bose
commutation rules: [a;, d;] = 8,i, and [d;, 4j] = 0,5 = a, b, 5). The interaction
Hamiltonian of molecules (bio-molecules) with bimodal field is described by the
Hamiltonian H; = —P(t,2)[1 (¢,z) + H.c., where the vector P is proportional to the
displacement of the molecular oscillator P(t,2) ~ Q (t,2) ~ le)(g| + |g){el. In the
interaction with atomic sub-system (for example, four level system represented
in Figure 5) in many situations A ~ #/A, and g ~ 7/A;. From commutation of
the bi-photon field operators between them [g5h T + Aba', ghst + Aab') = g2(bTh—
8T +1) +22(a%a — bb' + 1), it is not difficult to observe that, when the interaction
constant of atoms with Stokes and anti-Stokes modes coincide g = A, the new
operators, belonging to angular momentum SU(2) symmetry, can be easily intro-
duced: L, = a'a — 5%, ,L = 2(bst +ab"), L = 2(sh" + ba'). The similar
commutation relation can be obtained in the case, when the relations A>>g or 1 «g
are satisfied. In the last two cases we may neglect the Stokes or anti-Stokes scatter-
ing process so, that the similar operators may be defined for this two special
situations: (a) J =ab'; ] =bhat, j, = (a%a —b'h)/2for i>gand (b) ] = bs,
j+ =3b', ], = (b'h —55)/2 for 4 < g. The commutation relations between these
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(8, Sy : b) fe)

Figure 5.

(a) The Raman excitation of radiators (atoms, molecules) in the four-level energetic scheme with the conversion
of the photons in stokes and anti-Stokes modes. Such atoms may fling through the cavity in Figure 2A. (b) The
time evolution of the relative correlations <j oS ®))/j* and (n*) /i for following parameters of the system
/A =0.015,j = 3 and j = 6. (c) Evolution of von Neumann entropy for some parameters of the system. The
substantial increase of the coherence between the bi-modal fields in comparison with coherence between the total
numbers of photons belonging to each mode is observed. The entropy achieved minimal value in the lasing phase
with increasing the number of uncorvelated modes in the pump and anti-Stokes field.

operators are similar to the commutators of the collective atomic operators:
L I L ]=2L,and [L,, f,i] _— According to this description the new interac-
tion Hamiltonian, H; = % {12l + le)(¢|L " }. Using the decomposition on the
small operator of the system, £ /(1 + x), we may estimate the quantum fluctuations
and the correlation functions as a function of evolution time and photon number in
the applied field. Here x = 2¢L. L' proportional to the small parameter & = g%y 2
described in Refs. [12, 31] (y~! = A/v is main value of the flying time of atom,
expressed through the atomic velocity, v, and cavity length, A). According to the
projection operator method developed in Ref. [31] we start from the first order
approximation of the master equation

d A,

—W()=-A|W@E)L

~F
L Hec.,
g +H.c

1+ 2eL-L1’

where A = Ng?/2 is the conversion rate, § = 2Ae is the attenuation of the con-
version rate, which increases with the increasing the mean value of the lifetime of
the excited N-atoms flings through the cavity. The numerical solution of this equa-
tion is obtained, decomposing the density matrix on the angular momentum states,
described by the eigenstates of the operator ﬁz, W= ZJm:ﬁ»Pm (®)j, m)(m,j|. Here
the Hilbert vectors |j,m) belong to the three mode states in the resonator (Pump,
Stokes and anti-Stokes), P,,(t) is the population probability of the |j,m) state. As in
the two-photon emission (Case A) we are interested in the developing of the
quantum between the photons belonging to scattered bi-modes. As a simple repre-
sentation, we consider the situation when the non-correlated photons from the
pump mode “b” is converted into the anti-Stokes mode “b”. This process is
possible for big detuning from resonance A;>> A; (see Figure 5a). As follows
from the interaction Hamiltonian in this situation the coherent function Gy(z) =
(IT" (¢,2)IT* (¢ + 7,%)) becomes proportional to the expression (J (¢)] (t)) exp [i2wo7].
From Figure 5 follows that in the process of conversion of the un-correlated pump
photons into the anti-Stokes one 1, = j + (J,(t)) the cooperative phase of these two
modes is established. The process achieved the saturation phase like in the single
photon lasers. With the increasing the number of uncorrelated pump photons in
broadband of the modes, this process is accompanied with the decreasing of relative
coherence of the photons in each mode, so that the sum of total converted photons
in anti-Stokes modes remain smaller than second order coherent function G,(0)
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(see Figure 5). The von Neumann entropy of the system, obtained from the

representation S, = Y,

__Pmlog [P] achieves the maximal value at the initial
stage of conversion after that when it is established the coherence between the
pump photons and converted one like in a similar way like in the super-radiance.
After that, it decreases correspond to the established a new coherent phase
described above.

Let us find the coherent phenomena which appears between two fields in Raman
processes. If we study generation of Stokes light under the non-coherent pumping

with anti-Stokes field, we can introduce the following representation of the bi-

modal field

0 (t,2) = EY (2,0)E; (2,t) = Glks, ky)ab" exp [2imot —i(ky — k)], (6)

where E(*)(z,t) and E (z,) are positive and negative defined strength of Stokes

and anti-Stokes field (see Figure 5a), a], I;Z and 4, Ea are the annihilation and
creation operators of electromagnetic field at Stokes, w;, and anti-Stokes, w,, fre-
quencies respectively; w, — @; = wy is the fixed frequency of bi-modal field
according to transition diagram represented in Figure 5. Following this definition

; - R P,
one can introduced the new bi-quantum operators] =b d;] =a'b;and

5 Ata T2 . .
J. = (a*a —b b)/2. In this case for constant number of photons in resonator the
conservation of Kasimir vector is possible, J? = ]E + ]?C + jj, where

Jo=0 +7)/2 jy =" =] ). Considering that initially the photons are
prepared in anti-Stokes mode of cavity N = 2j, one can describe the two photon
scattering lasing processes by coherent state for this bi-boson field, belonging to
su(2) algebra.

@ = exp {of Hi {1+ 1P}, @

where a = tan (0/2) is the amplitude of this bi-boson field obtained in the
Raman lasing processes. Taking into account the coherent state (7) one can found

the mean value of strength product (I1(z,z)) = [(IT (¢,2)) + (ﬁ+(t,z))]/2
(T1(t,2)) = Mo cos [wot — (ks — ko) + ), (8)

where Iy = G(ks, k,)|(d@sh, )| and ¢ = arg(a,b.) are the amplitude and phase of
bimodal field formed from Stokes and anti-Stokes photons.

The lithographic limit between maximal and minimal values of amplitude of
correlation function G,(A) = (IT" (2)IT" (z + A)) in the two-slit experiments
observed with two-photon detectors corresponds to the lithographic limit of this
conjugate entangled bimodal field (see Figure 6). In this case, this limit is larger
than in two-photon coherent emission A > 4,4/ [2(4 — 4,)]. The frequency of this
coherent field achieves the frequency of the vibration states of the molecule (bio-
molecules) when the difference of wavelengths between the Stokes, pump, and
anti-Stokes have the same magnitude. This coherent phenomenon between the
Stokes and anti-Stokes fields can be used in Holographic representation of molecu-
lar vibrations and other coherent processes with phase memory. For holography, we
propose the generation of new coherent states between Stokes pump and anti-
Stokes field using nano-fiber systems [32]. In comparison with the cavity field, this
type of generation permits to use the correlated bi modes out-site of generation
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(a) The non-coherent pump of the bimodal field in the cavity (see Figure 5a) and scattering double slit
interference on the frequency, 2wo = w, — w;. (b) The time dependence of the mean value of vector (I1(z,t))
(black line) and phase aliasing distribution in Raman components of the field E(z.,t). For the detection of the
coherent properties (6)-(8) of (I1(z,t)), it is possible to use a two-photon detection scheme.

scheme represented in Figure 9. The atoms situated in the evanescent zone of nano-
fiber stimulate the cooperative conversion of the photons from anti-Stokes pulse
into the pump and Stokes pulses.

3. Quantum communication and holographic proprieties of bi-boson
coherent field

The main differences between this bimodal field and the classical coherent field
consists in the aleatory distribution of energies and phases between the photons of
each pair, which enter in the coherent ensemble of bi-photons. Passing through the
dispersion media’s the common phrase of the ensemble may be drastically destroyed
so, that the problem which appear consist in the restoration of common phase of the
ensemble of photon pairs generated by the quantum sources. These phenomena of
restoration of common phase of the ensemble have a quantum aspects and can be
used in quantum communication and quantum holography.

In the case A we proposed the new possibilities in decreasing of coherent pro-
prieties between the photon pairs of two-photon beam. The application of coherent
effect of the bimodal field of communication and holography opens the new per-
spectives in the transmission of information not only through entangled state of
photons but also through the second order coherence. At the first glance one
observes that such coherent registration of information may have nothing to do
with the traditional method. But looking to the scheme of Figure 7 we observe that
when the photon-pair pulses pass through a dispersive medium, the idler photons
from the pair change their directions relative to signal photons. Focusing the signal
and idler photons into different optical fibers, we are totally dropping the coherence
among the photons. However, after a certain time interval, the idler and signal
photons from the pairs could be mixed again (see Figure 7) and the coherence may
be restored. The coherent state obtained in two-photon cooperative or laser emis-
sion takes into account not only entanglement between the pairs of photons, but the
coherence between the bi-photons too, and can be used in mixed processing prob-
lems in which the quantum entanglement between the photon of each pair of
photons is used simultaneously with classical coherence between the pairs.

Below we discuss how hologram can be constructed using the recording phase
information of bimodal field on a medium sensitive to this phase, using two separate
beams of bimodal field (one is the “usual” beam associated with the image to be
recorded and the other is a known as the reference beam). Exploiting the interference
pattern between these bi-boson fields described in the last section in principle this is
possible. For example the Stokes and anti-Stokes fields can be regarded as a field with
electromagnetic strength product (6), so that the common phases ¢ = 2wot — koz of
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Figure 7.
The two-quanta coherence and its possible experimental observations: a, two photon coherent generator; b,
dispersive media; c, lenses; d, fibers; e, signal restoration.

these two fields amplitude a; and b, has similar behavior as the phase of single mode
coherent field, here 209 = w, — w; and kg = k, — k; are the frequencies and wave
vector difference between the Stokes and anti-Stokes fields respectively. The coherent
propriety of this product of the electric field components is proposed to apply in
possibilities to construct the time, space holograms of real objects, taking in to account
the conservation of phase of amplitude product in the propagating and interference
processes. The quantum phase between the radiators can also be used in holography.

Presently exist a lot of proposals in which is manifested holographic principals of
processing of quantum information [5, 8, 9]. One of them is the model of Prof.
Teich with co-authors [5]. According to this model the correlations between the
entangled photons, obtained in parametric down conversion, can be used in quan-
tum holography. The hologram in parametrical down conversion is realized in
terms of the correlations between the entangled photon in the single pair. The
coherence between the pairs is not taken into consideration.

Following the idea of classical holograms, we changed the conception of two-
photon holograms using the second order interference described in Refs. [19, 30].
This new type of hologram registration is based on the coherent proprieties (3) and
(8). As well known the holographic code in single photon coherent effects appears
on mixing the original wave (hereafter called the “object wave”) Iy with a known
“reference wave” I, and recording their interference pattern in the z = 0 plane.
According to transmittance conception T of single-mode holograms, the correlations
are proposed in the strength product of “object wave” and the “reference wave”
waves <Eo(z,t)]:j'r(z, t+ 7)), where Eo(z,t) = (Ef(2,t) + E5(z,1))/v/2 and
E (z,t + 1) = (E} (2.t + )+ E (3,¢ + 7))//2 the scheme of interference pattern is
represented in Figure 8 and has many analogies with classical holograms. The trans-
mittance is given by interference between the original and reference bimodal waves at
t (see for example [33]). Extending this conception we construct such a hologram,
replacing the EMF strength the two-photon coherence using the field vector (2)-(3).
According to the classical definition one can represent correlations between the orig-

inal bimodal field through Po (z,t) = (P (z,¢) + P5(z,t)) /v/2 and reference bimodal
wave vector, described by the expression P, (z,t + 7) = (P} (z,t + 7)+ P, (z,t + 7))/
/2. In this case, the points on the plan of hologram, z = 0, we have the transmittance

T, = <: (Po(z,t) + Py(z,t + 7))° ;>
= (Po(0,0)P5(0,2) ) + (P, (0.t +7)(P; (0.t + 1)) )

+ <P;(o,t)f3j(o,t + f)> + <ﬁ;(o,t + T)ﬁg(o,t)>.
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In the expression (9) the function Go; = <155(0,t)135(0, t)) represents the
intensity of detecting bi-photons from the original bimodal field;
Gp = <13; (0, 4 7)P; (0, + 7)) is the intensity of detecting bi-photons from refer-
ence bimodal wave from the object. The phase dependence of the image can be
described by argument of complex number (P, (0,¢)P,(0,t + 7)) or
arg(P5(0,t)) — arg(P; (r,t + 7)). The propriety of two-photon bimodal field is
described by the expressions (2)—(3) of the last Section 2. The detection scheme on
the plan z = 0 is described in Figure 8 and as in the scheme 7, we may take into
consideration the fact, that the coherent blocks of bi-photons can be separated into
idler and signal photons. This entangled effect may be registered by two separate
detector screens represented in the Figure 8. For example the A screen, it is used for
the registration of ‘idler’ photons while the screen B can be used for the registration
of amplitude an fluctuations phase of ‘signal’ photons. The problem consists in the
restoration of this bimodal field with coherent proprieties between the bi-photons.
The transmittance can be detected by two photon detectors on the plane (x,y) and
the interpretation of image can be expressed in classical terms

Ty = Goz + G2 + 24/ G2Go, cos [arg(P5(0,2)) — arg(P, (r,t + 7))] (10)

The same behavior has the bimodal field formed from Stokes Pump and anti-
Stokes photons. In the case of scattering bimodal field the coherent proprieties of

the vector o (z,2) = (T4 (z,£) + I (2, £)) /v2 can be found from the expressions
(5)=(8) so that the transmittance

T, = <: (Mo (z,t) 4 M,(2,t + 7))° :>
= (5 (0,6)I15(0,2)) + (IT; (0,2 4 7)ILH (0,2 + 7)) (11
+ (g (0,011, (0,2 + 7)) + (11,7 (0, + 7)I15(0,2)).

Two-photon
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Figure 8.

(1) Two-photon coherent light described in Section 2 and the registration of hologram taking into consideration
the phase and amplitude of bi-photon field of the “object” and “reference” waves. (2) The possibilities to detect
the “signal” (w; € (wo,2wo)) and “idler” (w; € (0, wo)) photons on separate screens A and B.
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This type of Holography takes into consideration the coherent process at low
frequency w, — w; (or w, — w, which may coincide with the vibration frequencies
of biomolecules. The popularity of coherent Raman scattering techniques in optical
microscopy increases and it may be developed using another type of coherence
described in the section. The holography developed on the bases of coherence
proprieties between the two- (or three) conjugate modes of the scattering field
opens this possibility not only for the description of the spectral diapason and time
dependence of scattered field intensity, but the topological aspects of the molecular
structures manifested in holographic representations of the vibrational modes of
molecules. The coherence proposed in the Section 2 B needs the low intensity of
each mode component in comparison with traditional Raman diagnostic proposed
in Refs. [14, 15]. Using the coherent proprieties, described at the point B of the last
section, we can estimate a lot of peculiarities connected with geometrical structures
of biomolecules for lower intensities of each mode component of Raman process
described by Refs. [14, 15]. In this case the transmission can be detected by the
scheme proposed in Figure 9 on the plan (x,y), where the interpretation of Holo-
gram imaging can be expressed in classical terms.

Ts = Goz + G2 + 21/G2Gog cos [arg(I15(0,2)) — arg (11, (r, 4 7)) (12)

The entanglement between each mode of the field can be detected by two-
photon detector schemes, placed in the plan of hologram represented in Figure 9.
This procedure may be in tangency with proposed experimental detections of
vibration modes of biomolecules [8, 9].

In comparison with the spontaneous parametric down-conversion the super-
radiance [21] or cooperative scattering processes [12, 13] represented generators of
non-classical light source—the two-photon quantum entangled state with the
coherent aspects between the two conjugate modes. Two-modes from such pro-
cesses may become incoherent, but the coherence can be revived in the two-photon
excitations of the detector which represents the photon pairs from adjacent modes.
The two-photon detection scheme an interference connected to it is shown in
Figure 6. The similar effect appears between stokes, pump, and anti-Stokes photon
in induced scattering. In the pioneer theoretical work of two-photon optics,
Belinskii and Klyshko [7] predicted three spooky schemes: two-photon diffraction,
two-photon holography, and two-photon transformation of two-dimensional
images. The first and last schemes have been demonstrated in the experiments,

Optical pulse G : -
SU(2) coherent field Semi-tansparent mirror{SM)

‘ ]
‘ - - 4
- — |

— Traped atoms e
Shi

Optical Lens

Mirror Hologram

Figure 9.
Two-photon coherent light and principle of hologram registration taking into consideration the phase and
amplitude of the three modes of Raman scattered field Stokes, pump and anti-Stokes modes.
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known as ghost interference [34] and ghost imaging [35], respectively. These
experiments are connected to the original gedankenexperiment of EPR paradox and
open the way to the detection of two-photon holography [8, 9]. In such holograms
the signal photons play both roles of “object wave” and “reference wave” in holog-
raphy, but are recorded by a point detector providing only encoding information,
while the “idler” photons travel freely and are locally manipulated with spatial
resolution along the fibers becomes possible.

4, Conclusions

The encrypted information, using the coherence of multi-mode bimodal field in
quantum holography, opens the new perspective, in which the coherence proprie-
ties between bi-photons are used together with non-local states of entangled photon
pairs. The possibilities to use this coherence in the quantum communication and
holographic registration of objects is described by the expressions (9) and (10) and
is proposed for future developments. The main distinguish between the traditional
holograms and such a hologram registration becomes attractive from physical
points of view because it must take into consideration the common phase of two
light modes described by the expressions (9)-(12). It also discusses the cooperative
behavior of three cavity modes which corresponds to pump, Stokes and anti-Stokes
photons stimulated by the atomic inversion. A new type of cooperative generation
described by the correlations of the expressions (1) and (4) may be used in quan-
tum nucleonics [36] as an ignition mechanism of coherence generation gamma
photons by long-lived nuclear isomers in the single and two-quantum interaction
with other species of excited radiators.

This method of recording of information affords the new perspectives in quan-
tum cryptography and quantum information and has the tendency to improve the
conception about quantum holograms observed in in literature [5, 7-9]. All these
methods open new possibilities in the coding and decoding of data.
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